SAMPLE RF-SHIELD DOOR SPECIFICATION



FOREWORD TO THE GUIDE SPECIFICATION PACKAGE

This report presents guide specifications for HEMP/TEMPEST protection
of three large classes of penetrations:

« Shield doors and frames
+ Filter/electrical surge arrester (ESA) assemblies

. Other shield penetrations, including waveguides and piping

Each sample specification is an independent document. For convenience,
these specifications are collected under one cover. The guide speci-
fications have been generated for Headgquarters, Electronic Security
Command/LEEEC, Kelly Air Force Base, San Antonio, Texas, under contract
F41621-86-0-7003.
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SAMPLE ELECTRICAL FILTER/ESA ASSEMBLY SPECIFICATION



SAMPLE POWER, SIGNAL, FIBER OPTIC, VENTILATION DUCTS, AND
PIPING PENETRATION PROTECTION SPECIFICATION
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SAMPLE RF-SHIELD DOOR SPECIFICATION



FOREWORD TO THE GUIDE SPECIFICATION PACKAGE

This report presents guide specifications for HEMP/TEMPEST protectiaon
of three large classes of penetrations:

. Shield doors and frames
. Filter/electrical surge arrester (ESA) assemblies

. Other shield penetrations, including waveguides and piping

fach sample specification is an independent document. For convenience,
these specifications are collected under one cover. The guide speci-
fications have been generated for Headguarters, Electronic Security »
Command/LEEEC, Kelly Air Force Base, San Antonio, Texas, under contract
F41621-86-0-7003.
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FOREWORD

This sample specification addresses the performance and quality
assurance requirements for doors used in RF shield rooms. It examines
principally the 100 dB (nominal) requirements for high-altitude electro-
magnetic pulse (HEMP)/TEMPEST shielding of the room and door; these are
addressed since they are more stringent than others and are commonly
required in many installations. The following comments and specification
can be applied, however, to any shielding requirement.

It has been seen in practice that the shielding effectiveness of all
doors declines with use and age, regardless of type of door and manu-
facturer. This decay can be reversed only with a program of effective
maintenance. Here, a problem with maintenance and the writing of specifi-
cations arises: one cannot require maintenance in the specification since
maintenance is really in the domain of the user, not the manufacturer.
Thus, it is probably not possible to write a specification for a door that
will last for several years only on the basis of manufacturing require-
ments. It is, however, possible to specify construction techn::jues and
procedures which will enhance the longevity of the door regardiess of the
maintenance provided after installation.

The leakage associated with unflawed shielding is related to the
skin depth or diffusion of the electromagnetic energy into the shielding
material. For the thickness of steel or copper commonly used in shield
rooms, the diffusion leakage is far less than any current specification.
Thus, the electromagnetic leakage of a "perfect" door is much less than
that obtained with a real door. This results from the impedance across a
seam of a real door being much larger than that across an unseamed section
of door or shield room material. This localized flaw in the shield allows
a voltage differential to form across the seam when currents flow on the
exterior or interior surfaces. This voltage differential then radiates
electromagnetic energy to both the interior and exterior of the room
allowing energy or information to pass through the shield room barrier.



The doors used for RF shielding attempt to minimize this vy creating
a low-impedance path across the door aperture when closed. This is accom-
plished by effectively connecting the periphery of the door material to the
opening of the shield room in a fashion such that little voltage differen-
tial is created when a current flows over the seam. The creation and main-
tenance of the mechanical and electrical properties of the low-impedance
seam is crucial to the satisfactory operation of the door.

The seams in doors require close mechanical tolerances for proper
operation. Misalignment above several hundredths of a centimeter will
change contact points and pressures and result in a change in the imped-
ance. This forces mechanical requirements on doors to reduce flexure and
wear to values below those seriously affecting the seam impedances.

The requirements on the electrical nature of the contact points
between the door and the shelter walls are also stringent: with use of the
door, the contact resistance between the door and shield room materials
must not increase above values of a few milliohm-meters. This value must
be maintained over time and in corrosive environments.

The approaches taken by manufacturers to build doors with the required
elements are varied, but fall into two general categories: knife-edge type
and flat-surface type.

Most manufacturers make the knife-edge type door (Fig. 1). On this
door, a moving knife edge is forced between two rows of contact fingers to
create a low-impedance path for the surface currents. Variations on this
type are minor and are limited to the number of knife edges, the manner in
which the contact fingers are fastened, the type of material on the mating
surfaces, and trading the knife-edge and contact-finger locations between
the door and the shield-room surfaces.

The flat-surface type of door employs pressure to force two conducting
surfaces against each other to create the Jow- impedance connection. It
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Figure 1. Typical knife-edge mechanism (Keene Corp., RayProof Division).



can be seen that cne or both of the surfaces must be flexible to allow
electrical continuity over the entire surface. The variations on this type
of door {Fiy. 2) are in the manner in which the surfaces flex: one type
(hinge) uses the same type of flexible material as that used in the contact
fingers of knife-edge type doors as one of the surfaces; the other type
(sliding) uses a thick (10-12 mils), malleable coating on two rigid sur-
faces which allows the two surfaces to conform to each other and the
low-impedance connection to be made.

The first example of a flat-surface door rotates on hinges and,
while closing, forces the contact fingers against the flat surface of the
frame. The second example of this door type is a sliding door containing a
bladder. After the door is moved into the closed position, the bladder is
expanded using compressed air which forces the door panels against the door
frame.

Immediately after manufacture, most doors perform reasonably well.
After use, however, most doors do not work as well as when they were
first installed. This is due to a deterioration and increase of the seam
impedances. It cannot be stressed too much that the key to the longevity
of the shielding ability of the door is maintenance. Because of the
critical nature of the electrical contact requirements, the mating surfaces
must remain in a state close to that present during the manufacture of the
door. Both the material of the mating surfaces and their alignment must be
maintained.

In knife-edge doors, the mechanical alignment can generally be
maintained through proper manufacture and a lack of trauma to the door
after it has been installed; no maintenance to the mechanical alignment is
necessary unless the door is damaged. Proper manufacture of the door as
far as alignment is concerned is the use of sealed, high-qualiity bearings
at all points possible and the use of door and jam materials that will not
sag, warp, or change dimensions appreciably.
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The electrical contact of the surfaces is a different matter: regular
cleaning and contact-finger (if present) replacement are required. The
contact fingers should be replaced if any sections are missing or broken
and should be replaced periodically regardless of apparent condition. The
knife edge or flat surfaces should also be cleaned periodically and the
door or knife edge replaced if the knife edge or flat surface is damaged
(generally, the knife edge is not easily replaced or repaired).

Furthermore, replacing the contact fingers is necessary to maintain
the low-impedance seal formed by the door and frame. There is a tradeoff
between ease of replacement and having the fingers puill loose with regular
use. A cross-section of the door and contact fingers should show some sort
of positive locking action to hold the contact fingers in place; the use of
friction is generally not sufficient to prevent the contact fingers from
being pulled loose inadvertently.

A1l manufacturers recommend preventive maintenance for their doors.
However, the types of cleaning materials and procedures recommended by them
vary. The use of acetone or other solvent for grease and debris buildup,
an abrasive pad for poiishing, and finishing with a spray lubricant is
common. More exotic cleaning materials such as antioxidation compounds and
metal preservatives are also recommended by some manufacturers to enhance
the conductivity between the mating surfaces. It seems reasonable that
these compounds would be helpful in maintaining the contact surfaces, but
an unbiased study has not been done. The recommended use of a spray
lubricant after cleaning also varies between manufacturers: some recommend
no spray, some a nonconducting spray lubricant, while others suggest one
that is conducting.

The installation procedure used for the door alsc affects its electro-
magnetic performance. Because the mechanical alignment is so critical, the
door must be treated gently during installation. Improper bolting or
welding technique for the installation of the door frame to the walls may
warp the frame and lead to misalignment with the door contacts.



Shield doors are generally delivered to the construction site fastened
to the door frame. This preconstruction is necessary because of the close
tolerances required between the contact surfaces. If the construction of
the building requires the removal of the door from its frame for any
reason, the shielding capability of the door may be permanently compromised
due to the difficulty of realigning the door properly with the frame during
the reinstallation.

During construction of the site, the exposure of the door to dust,
debris, and shock must be minimized. The presence of these materials on
the contact surfaces increases the seam impedance and lowers the shielding
performance of the door. Shock resulting from opening or closing the door
too firmly or collision with construction equipment will also degrade the
door performance.

The requirement to verify the electromagnetic performance of the door
and the shield room before the interior and exterior are finished is
related to this problem. The room and door are completed and tested and
then exposed to further construction activity which frequently leads to a
deterioraticn of the shielding ability of the door.

The environment of the door after installation also affects both its
electromagnetic performance and the optimal maintenance schedule. Because
the manufacturer generally has no knowledge of the door's environment after
installation, the recommended maintenance schedule will not be optimal.

Any door exposed to a corrosive atmosphere will not function properly for
long due to an increase in the contact impedances; this should be avoided
if at all possible.

A general rule is that a door which is exposed to outside weather will
not maintain its shielding ability as long as one which is protected in
an interior room. Thus, for any external door, either the maintenance
schedule must be accelerated or the door must be protected by a vestibule
and an external, weather-proof door; the vestibule area should have a



temperature- and humidity-controlled environment for maximum effectiveness.
The second approach is preferable since it is a one-time expense and will
considerably enhance the longevity of the shield-room door, even in the

absence of proper maintenance.

The air flow between the interior and exterior of the building which
occurs through the door should be minimized to avoid the buildup of dust on
the contact fingers and flat surfaces. The problem may be minimized by
requiring air-tight gaskets on the door surfaces or the presence of honey-
comb vents near or in the doors to carry the bulk of the air. Between
these choices, the gaskets would probably be more effective since, in the
second case, some air would still tend to flow through the door spacing.

The key to the longevity of the electromagnetic shielding ability
of the door is proper construction and maintenance. The construction of
the door can be specified; the maintenance, however, cannot. Thus, any
maintenance-related items which can be specified, should be. These include
maintenance kits with cleaning procedures, materials, and inducements. The
procedures should be explicit and easy to understand and, as an inducement
for maintenance, be positioned near the door where it may be seen each time
the door is used. The specified cleaning materials should be practical to
use and effective. Any further specified inducements for maintenance, such
as cycle counters, timers, etc., would be useful because of the importance
of maintenance. Since maintenance is voluntary on the part of the user,
however, any scheme must appeal to human nature in order to be effective.



SAMFLE RF-SHIELD DOOR SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

1.0 GENERAL

1.1 Purpose--This section specifies the
design, construction, installation, testing,
and quality assurance related to the electro-
magnetic performance of RF-shield doors to
meet the HEMP/TEMPEST requirements. Other
criteria related to the submittals and com-
ponents specified herein appear in other
sections of this document, as follows:

General Requirements
for Contractor
Submittals

+ Section

+ Section Shielding and
Penetration Pro-

tection Subsystem

General Mechanical
Requirements

+ Section

General Electrical
Requirements

+ Section

1.2 Scope--This specification defines
requirements for the design, construction,
performance, inspection, test, and acceptance
of RF-shield doors.

1.3 Shield Door Specialists--A11 work
under this section shall be performed by a
“"shield door specialist". A shield door
specialist shall have successfully completed
at least five (5) similar shield door
projects of comparable size in the last ten
(10) years. A "shielding quality assurance
specialist," to perform or observe the
required testing, shall have performed the
quality assurance program for at least five
(5) similar programs over the last ten (10)
years. The government reserves the right to
approve the specialist, based upon infor-
mation and references provided under
paragraph 3.1.
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Delete HEMP or TEMPEST
if only one of these
requirements apply.

The other sections
listed are for illus-
trative purposes only.
Appropriate entries
should be made for each
project.

This paragraph might be
construed as a limita-
tion on competition and
should be used with
discretion. Many com-
panies may make good
products and not be
competitive under these
limitations. This
permits the government
to be selective of con-
tractors and to disallow
those with past unsatis-
factory performance.



SAMPLT RF-SHIELD DOOR SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

2.0 APPLICABLE DOCUMENTS

The publications listed below form a
part of this specification to the extent

specified.

In the event of a conflict

between a referenced document and this
specification, the specification shall take

precedence.

2.1 Federal Specification (Fed. Spec.)

QQ-C-5338

QQ-S-571
QQ-S-775A

Copper-Beryilium Alloy
Strip

Solder

Steel, Sheets Carbon,
Zinc Coated

2.2 Military Specification (Mil. Spec.)

MIL-T-10727

Tin Plating, General
Specifications for

2.3 Military Standards (Mil. Std.)

MIL-STD-285

MIL-STD-2488

Attenuation Measure-
ments for Enclosures,
Electromagnetic Shield-
ing, for Electronic
Test Purposes, Measure-
ment of

Qualification Test for
Welders

2.4 National Security Agency

(Applicable TEMPEST documents)

11
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Other ASTM and AWS
standards for the speci-
fied construction
materials and processes
should be added as
required. If speci-
fications and/or QC test
data are classified,

the classification guide
should also be
referenced.

Materials specifications
should only be required
on materials needed,

e.g., solder is not used
on some flat-type doors.



SAMPLE RF-SHIELD DOOR SPECIFICATION

NOTES ON THE
SAMPLE SFCCIFICATION

2.5 4merican Society for Testing and
Materials TASIMJ Standards

A36-84a Structural Steel
A366-72 Steel, Carbon,
(R 1979) Cold-Rolled Sheet,

Commercial Quality

A569-72 Steel, Carbon (0.15
Maximum Percent), Hot-
Rolled Sheet and Strip,
Commercial Quality

2.6 American Welding Society (AWS)
Standards

A5.18-79 Carbon Steel Filler
Metals for Gas
Shielded Air Welding,
Specificaton For

B1.0-77 Nondestructive
Inspection of Welds,
Guide For

B2.1.-u4 Welding Procedures

and Performance
Qualification

D1.1-84 Structural Welding
Code, Steel

2.7 USAF Handbook for the Design and
Construction of HEMP/TEMPES]T Sﬁ1elae§

FaciTities {Revised, July 1988]

3.0 SUBMITTALS

The contractor shall submit data
identified in paragraphs 3.1 through 3.8.

3.1 Shield Door or Shielding Quality
Assurance Specialist s Credentials--The
contractor shail submit identification and

12



SAMPLE RF-SHIELD DOOR SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATIGN

credentials of the shield door specialist

and shielding quality assurance specialist,
establishing evidence of the experience
required by paragraph 1.3. The contracting
agency, contract number, and contracting
officer shall be identified on those projects
submitted in fulfillment of the experience
requirement.

3.2 Materials Certification--
Certificates attesting that the materials
used in the RF-shield door fabrication meet
the specified requirements of paragraph 4.3
shall be submitted to the Contracting
Officer. If requested, samples of the
material shall also be provided.

3.3 Shop Drawings--Shop and as-built
drawings sﬁali be submitted for approval to
the Contracting Officer as required by para-
graph 4.4, All deviations from the project
drawings shall be explicitly identified. The
drawings shall provide a complete list of
materials. They shall identify arrangements,
thicknesses, sizes of parts, construction
fastenings, clearances, assembly, and erec-
tion detaiis. Shop drawings shall include
connection to work of other trades and pro-
vide a catalog for all manufactured items:
hinges, bearings, gaskets, seals, etc.
Approved shop drawings are required before
fabrication can begin.

3.4 Welder Qualification Plan and
Qualification Certificates--Detailed pro-
cedures used for quaritication of welders, as
required by paragraph 4.6, and qualification
certificates of personnel approved to perform
welding of the door frame to the shield-room
walls shall be submitted to the Contracting
Officer.

3.5 Quality Assurance Plans--The
contractor's plan for in-progress testing of
welds and RF-shield door performance and the
final acceptance testing shall be submitted
to the Contracting Officer for approval
before the start of door installation.
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Welding or other
fastening of the door
frame to the structure
should be done in
accordance with the
manufacturer's
instructions,

To minimize schedule
delays, the procuring
agency may explicitly
authorize some detailed
test procedures (those
not immediately needed)



SAMPLE RF-SHIELD DOOR SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

The plan shall establish the general
framework of the quality assurance program
and shall contain the detailed test proce-
dures as appendices. The detailed procedures
shall identify the system configuration for
testing, the instrumentation to be used, the
data requirements, test-point locations, and
measurement and calibration procedures.

3.6 Test Reports--Test reports,
certified Dy a licensed engineer, and copies
of all original data, shall be submitted to
the Contracting Officer. Any deviations from
the test procedures submitted in paragraph
3.5 shall be discussed. Success or failure
of the component to satisfy the criteria
shall be clearly stated and proposed reso-
Tutions of unacceptable performance shall be
presented. It is emphasized that test data,
where required, shall be for the RF-shield
door actually installed. Test results on
model prototypes or standard products will
not be acceptable.

3.7 Maintenance Procedures--Procedures
to preserv.y the performance of the RF-shield
door and io maintain the manufacturer's war-
ranty shall be submitted to the Contracting
Officer along with the shop drawings required
under paragraph 3.3. Revisions of the main-
tenance plan, if required by as-built con-
ditions, shall be submitted prior to the
performance of the final shield acceptance
test.

3.8 Installation Procedures--Procedures
to install and protect the RF-shield door in
a manner to maintain the shielding capabili-
ties measured by the vendor at the place of
manufacture and to maintain the manufac-
turer's warranty shall be submitted to the
Contracting Officer along with the shop
drawings required under paragraph 3.3. The
installation and protection instructions
shall cover the expected conditions in tran-
sit and from crate arrival at the site to the
final installation of equipment within the
facility.

14

to be submitted at a
later date.

Specifications and/or QC
test results may be
classified for some
projects. Provide
appropriate instructions
when this occurs,



SAMPLE RF-SHIELD DOOR SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

4.0 GENERAL REQUIREMENTS

A1l RF-shield doors are to be provided
by a single supplier regularly engaged in the
manufacture of these items, The assemblies
shall be supplied complete with a rigid
structural frame, hinges, latches, and all
spare parts necessary for operation and
maintenance as detailed in paragraph 5.7.
The products shall duplicate assemblies that
have been in satisfactory use for at least
two (2) years. The exhibition of satisfac-
tory use by previously installed assemblies
shall be demonstrated by an independent
testing agency.

4.1 Electromagnetic Requirements--The
RF-shield door shall praovide a minimum
shielding effectiveness of 10 dB greater
than the requirements of Figure 3, where
compliance shall be shown as in paragraph
7.1.5 for in-plant quality control. The
RF-shield door shall provide a minimum
shielding effectiveness of the requirements
of Figure 3, where compliance shall be shown
as in paragraph 5.8 for in-place acceptance
testing.

4.2 Usage Requirements--The RF-shield
door will De subject to continuous use. The
door and its components shall be built to
function properly through 50,000 cycles of
usage.

15
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The 10 dB excess is used
to allow for degradation
and compliance with this
initial requirement must
be shown in factory
testing. Figure 3a
illustrates the in-place
requirements for high-
confidence HEMP protec-
tion, while Figure 3b
shows a possible
TEMPEST-only speci-
fication, Figure 3c
illustrates the combin-
ing of shielding effec-
tiveness requirements
for HEMP/TEMPEST appli-
cations. The in-place
performance of the door
js limited by shielding
effectiveness of the
remainder of the room.

The number of cycles
over which the door is
to perform should be
chosen to match the
expected lifetime of the
installation and usage.
50,000 cycles is minimum
for a permanent
facility.
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SAMPLE RF-SHIELD DOOR SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

4.3 Materials--Steel elements used in
the construction of the door shall comply
with ASTM, AWS, and other standards as speci-
fied in the shop drawings. The contractor
shall certify to the Contracting Officer that
the materials meet these requirements. If
requested by the Contracting Officer, samples
of the materials shall be provided by the
contractor.

4.4 Shop Drawin%s--Shop drawings of the
RF-shield door with ail details, materials,
and erection data shall be submitted for
approval to the Contracting Officer. The
drawings shall indicate the materials,
arrangements, thicknesses, sizes of parts,
construction fastenings, clearances, assembly
and erection details, welding procedures, and
necessary interfaces to the work of other
trades.

The contractor is permitted to make
minor deviations from the drawings to improve
performance or decrease cost. Such devia-
tions shall be explicitly identified in the
shop drawings and are subject to approval
by the Contract Officer. Such approval,
however, does not relieve the contractor of
his obligation to conform to all performance
specifications.

Upon completion of the project, all
shop drawings shall be modified to show
the "as-built" configuration and shall be
resubmitted.

4.5 Welding--The door frame shall be
fastened to the walls of the shield room by
an RF-tight method. The metal-electrode,
inert-gas (MIG) process or other government-
approved method shall be used.
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In modular rooms, the
door frame will be
fastened to the walls in
the same fashion as the
wall panels are con-
nected to create the
room. When welding is
used to fasten the frame
to the walls, extreme
caution must be exer-
cised to avoid warping
or altering the frame



SAMELF AF-SHTELD DOOR SPECIFICATION

MOTES ON THE
SAMPLE SPECIFICATION

4.5 wWelder Qualification--Personnel
parforning welding on the goor frame shall ba
qualified in the specific proceduras to be

used in accordance with MIL-5TD-2088,
Dualtfication Test for Welders.

4.7 Delivery and Storage--AF-shiald
doors shalT be pacwaged :uEE that mo paysical
or moisture damsge shall cccur dwring ship-
ping. If special protection is reguired
aftar installation, but before bailding
complation, protection materiald aad InsEruc=
tignt shall be provided by the door
manufacturer,

20
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dimensions. &ny ocrurs
remce of this will
sericutly degrade the
performance of Che doar,
Im the svent that weld-
img 15 required, the
manuf acturer' 5 mathod
should be Fallowed.

Protectios of the BF-
shield door, frame, and
contact surfaces is
axiranely important in
mafntaining the shisld-
ing perfarmance thraugh
the past-imstallation
eenstruction phase., Any
pratection materials
ared plam submitted by
the manufacturer should
be scrutimized for
practicality and

effect ivenass,

The Tist of mamu-
facturers 18 mot
exhaustive, Hanu=
facturars not om the
Vst may make egual or
saparior products. Al
mamuf actiress on the
195t have nade dears
that perform wall amd
all have made doors thak
do not perform w&ll.
The lack of perfornance
can Be traced to
impropar maimtemance in
SOmE CASES.




SAMPLE AF-SHIELD DOOR SPECIFICATION

NHOTES 0N THE
SAMPLE SPECIFICATION

5.0 DETALLED REQUIREMENTS

5.1
ghall have a minimun clear ooenin
size indicated on the drawings
Tehla 1.

canfiguration--The AF-shield doors
of the
1sted im

§.1.1 The dosr frame shall be nede
of steel and snall be structurally rigid and
tuitabla for welding to the surroending
structure and shiala,
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Hare, Table 1 4% an
example for a typical
fmstallation. A tadle
similar ko thig should
ba frcluded with the
specification, Tt
shauld be eltersd 1o
alow the dedtrs and
gapnetry actually
raguired.

The frame should be mace
of materials similar to
the remyinder of the
shigld-room walls: §F
Ehe construction 15
welded stesl, the fram
should withstand welding
to the wall; if the
comstruction s medular,




TABLE 1.

RF-SHIELD DOOR SCHEDULE

Door Clear
Desig- Opening Hinge | Additional
nation Size Hardware Side* | Information
0-1 3 x 7 ft Panic push bar exit Left To be
(door and | single leaf | device. No outside mounted in
equipment handle. Door open ad4 xg ft
panel) alarm. framed
opening.
D-2 3 x 7 ft Lever handle on both Left To be
single leaf | sides of door. Cypher mounted in
Tock. Interlock with ad x8 ft
door D-3. framed
opening.
D-3 Ix 7 ft Lever handle on both Left To be
single leaf | sides of door. Inter- mounted in
lock with door D-2. ad x8 ft
framed
opening.
D-7 3 x 7 ft Lever handle on both Right | To be
single leaf | sides. Pad lock with mounted in
alarm if open. ad x8 ft
framed
opening.
D-1 ICF 3 x 7 ft Lever handle on both Right | To be
single leaf | sides. Cypher lock. mounted in
Interlock with D-2 ICF ad x8 ft
with alarm system. framed
opening.
D-2 ICF 3 x7 ft Lever handle on both Left To be
single leaf | sides of door. Inter- mounted in
lock with D-1 ICF. ad x8 ft
framed
opening.

*As viewed from the "pull-open" side.
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SAMPLE RF-SHIELD DOOR SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

5.2 RF Seal--The RF-shield doors shall
be supplied with a double row of RF contact
fingers conforming to QQ-C-533, installed
around the periphery of the door or frame.
The closure seal shall utilize an extruded
brass channel containing a recess into which
two sets of beryllium copper contact fingers
are fitted without the use of solder. The
door shall mate to the frame in such a manner
to insert a brass knife edge between the two
rows of RF contact fingers so as to obtain
the minimum impedance between the knife edge
and contact fingers.
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the frame should be
fastened to the wall in
a fashion similar to
that used for connect-
ing the wall panels
together.

This example is written
for the more-or-less
standard knife-edge
door; most manufacturers
use the materials shown
in the sample specifica-
tion. If it is felt
that a door with RF
gaskets or other type is
more appropriate, then
it should be specified.
One danger in specifying
the door construction

is a reduction in the
development of inno-
vative procedures by the
manufacturer. To avoid
this, the RF shield can
be specified to meet
only the RF-shielding
specification and to be
approved by the Con-
tracting Officer.
Obviously, with this
requirement, the Con-
tracting Officer's tech-
nical representative
must be highly qualified
to judge any new shield-
ing approaches.

Other door types which
may be specified are the
flat-surface types: one
would specify either

(1) two rows of alloy
510 grade A spring
temper bronze contact
finger strips in
accordance with ASTM
8103 (hinge) or



SAMPLE RF-SHIELD DOOR SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

5.3 Air Seal--The door shall be
supplied with a gasket on the periphery of
the door or frame which will limit the flow
of air through the electromagnetically sensi-
tive contact area to a small amount. The air
flow shall be small enough so that the main-
tenance procedures of paragraph 5.7 shall
enable the requirements of paragraph 4.1 to
be met.

5.4 Latching and Hinging Mechanisms--
The RF-shield doors shall be provided with a
suitable three-point latching mechanism that
shall provide proper compressive force for
the contact-finger and knife-edge mating.
The operating handle shall not mechanically
interfere with the door frame when the door
is either open or closed. The latching
mechanism shall work with equal ease when
operated from either side of the door. At no
point in the operation should the required
force to move the door handle exceed twenty
(20) pounds.

24

(2) 10-12 mil thick tin
coating (MIL-T-10727) on
rigid surfaces forced
together with sufficient
pressure to form a
low-impedance seal
(sliding).

The fastening of the
contact fingers to the
door or frame must be
done in such a fashion
that they can be
replaced. A locking-
catch method, bolting,
and riveting are all
acceptable if done so
that the contact fingers
do not fall out with
normal use and can be
reptaced without an
excessive effort.

This is also written for
a knife-edge type or the
flat-surface door with
fingers. The sliding,
flat-surface door con-
taining an expandable
bladder should be speci-
fied to ride on bearings
which allow a close
enough placement of

the door in the closed
position such that the
inflation of the bladder
will result in a proper



SAMPLE RF-SHIELD DOOR SPECIFICATION

NGTES ON THE
SAMPLE SPECIFICATION

The door shall be equipped with three,
well balanced, adjustable ball bearing or
adjustable radial thrust bearing hinges suit-
able for equal weight distribution of the
door. The hinges shall allow for adjustment
in two perpendicular directions in the plane
of the door.

5.5 Locks and Interlocks--Cypher locks
shall be supplied by the manufacturer to
assure compatibility with the door actuating
mechanism. Emergency exit/equipment doors
shall be configured to actuate an alarm when
open. Double doors (those on two ends of a
vestibule) shall be configured to actuate an
alarm when both doors are simultaneously
open. Battery backup power shall be supplied
for all alarms,

5.6 Threshold Protectors--Threshold
protectors shall be furnished for each
RF-shield door. They shall consist of
portable ramps that protect the threshold
area when wheeled vehicles are used to move
articles across the threshold.

5.7 Maintenance Supplies and
Procedures=-Maintenance supplies sufficient
for a three (3) year period or 50,000 open-
close operations, whichever is greater, will
be delivered with the door. The supplies
shall include instructions, cleaning materi-
als, lubricants, and a sufficient length of
contact fingers to replace those required on
one door. A log book for warranty certi-
fication showing the required maintenance
activity and an entry location for certifying
that the maintenance was undertaken shall be
included. A counting device to show the
number of door cycles shall be inciuded. The
maintenance instructions required to maintain
the door through the cycle count shall be
prominently displayed nearby. The mainten-
ance procedures shall be such that the RF-
shielding capability of the door meets or
exceeds the requirements of paragraph 4.1 at
all times. All maintenance instructions

25

L

seal, For this type

of door, the positioning
before inflation of

the bladder is not as
important as the posi-
tioning of the knife-
edge type doors.

Cypher locks and alarms
are optional, depending
upon the user's design
criteria for the
building.

Some door frame thresh-
olds extend 3/4 in to

3 in above the floor
finish. Protectors are
necessary in order to
prevent damage and keep
them RF-tight.

Maintenance is the
single most important
requirement for main-
taining the RF-shielding
ability of the door.

Any device to entice the
user into maintaining
the door should be
required from the manu-
facturer. The cycle
counter in the example
will show the number of
times the door has been
opened; nearby, a list
of instructions will
indicate, for example,
that from 5000 to 10,000
cycles the contact
fingers should be
replaced and the knife-
edge and contact fingers



SAMPLE RF-SHIELD DOOR SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

shall be approved by the Contracting Officer
before start of installation of the door.

5.8 Acceptance Testing--The RF-shield
door shall be tested in conjunction with the
acceptance testing of the remainder of the
facility. The door will not be acceptable
if it does not deliver the shielding require-
ments of paragraph 4.1 for in-place testing.

6.0 INSTALLATION

The installation of the door shall be
the responsibility of the contractor. The
manufacturer shall be required to provide
detailed installation instructions or to
supervise the installation. The contractor

26
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should be cleaned and
lubricated each 1000
cycles.

Typical maintenance
might be:

Weekly (0-500 cycles)--
Examine door for signs
of loose or missing
contact fingers or other
physical damage, correct
any damage,

Monthly (500-2000

cyc es;--Clean knife
edge with solvent and
fine abrasive, clean
contact fingers with
solvent, check door and
Tatch hardware for Toose
bolts, and lubricate
knife-edge.

Annually (2000-25000
cycles)--Replace all
contact fingers and
air-seal gaskets and
maintain door handle
(remove and clean shaft,
replace gasket and
grease, and reassemble)

The Government may wish
to hire an independent
firm for verification
testing and periodic
spot checks.

The door should be
protected from adverse
environments at atl
times. The effect of



SAMPLE RF-SHIELD DOOR SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

and manufacturer shall ensure that the door
is installed with the correct alignment and
without warpage of the frame or door that
would compromise the shielding integrity of
the unit.

The contractor shall require the manu-
facturer to supervise or submit a detailed
set of instructions in fulfiliment of para-
graph 4.7 for the installation of alil protec-
tive measures in place during the remainder
of construction of the facility. The protec-
tive measures shall maintain the RF-shielding
integrity of the door during the remainder of
the construction.

7.0 QUALITY CONTROL

Quality control shall be maintained in
the manufacturing process for the doors and
on the construction site.

7.1 In-Plant Quality Control--
Procedures for gquality control shall be
maintained within the manufacturing plant to
assure that the RF-shield doors will provide
the required electromagnetic shielding effec-
tiveness. These procedures shall maintain
the required dimensional measurements on all
doors and frames.

The following tests shall be undertaken
on one of each type of RF-shield door
delivered:

7.1.1 Static-Load Test--The swinging
leaf door shall be mounted and latched to its
frame and placed in a horizontal position
such that the door opens downward and that
only the periphery of the frame is supported.
A load of forty (40) pounds per square foot
(psf) shall be uniformly applied over the
surface of the door for at least ten (10)
minutes. The door shall not deform in any
way to cause any permanent departure from its
previous dimensions of more than 1/16-inch.
The door shall not change its dimensions

27
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outdoor weather is
generally sufficient to
degrade the shielding
capability on a time
scale of months or

less. For maximum lon-
gevity of the door, it
should be protected from
outside weather by a
vestibule with a con-
ditioned environment for
the permanent instal-
Tation and by a method
affording similar -
security during the
construction phase.

The in-plant tests are
appropriate for swinging
doors, either knife-edge
or flat-surface types.
For the sliding door
with an expandable
bladder, in-plant tests
should examine the
flatness of the mating
surfaces and the bulging
of the door frame when
the bladder is filled.
The surface flatness of
the door and frame when
the bladder is unfilled
should be sufficiently
small to allow a good RF
seal when the bladder is
inflated. The change in
any dimension of the
door or frame after
inflation of the bladder
should be less than
1/8-inch.



SAMPLE RF-SHIELD DOOR SPECIFICATION

NOTFS ON THE
SAMPLE S#=CIFICATION

between the leaf and frame by more than
1/16-inch. 1If any dimension is changed
by more than 1/16-inch, the door is
unacceptable.

7.1.2 Sag Test--The door and its
frame shall be installed in a normal fashion
in a structure similar to the one for which
the door is intended. The door shall be
opened 90 degrees and two weights, each equal
to half the weight of the door, shall be
suspended, one on each side of the door, from
a point not less than five (5) inches from
the outer edge of the door. The test shall
last for a minimum of ten (10) minutes. Any
breakage, failure, or permanent deformation
of the door which causes the clearance
between the door and frame to vary by more
than 1/16-inch will indicate that the door is
unacceptable.

7.1.3 Handle-Pull Test--The door
shall be mounted and latched to its frame. A
force of 250 pounds shall be applied outward
(normal to the surface of the door) at a
point within two inches of the end of the
handle. The door will not be acceptable if
this test causes any breakage, failure, or
permanent deformation exceeding 1/8-inch.

7.1.4 Closure Test--The door shall
be operated 10,000 complete open-close cycles
with application of the recommended main-
tenance procedures. The door will not be
acceptable if this test causes any breakage,
failure, or permanent deformation that causes
the clearance between the door and the frame
to change by more than 1/16-inch.

7.1.5 Electromagnetic Shielding
Test--The RF-shield door shall be tested by
MIL-STD-285 procedures before and after the

28
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The closure test of
10,000 cycles may be
excessive if only one
door per type is needed.
Manufacturers perform
this test manually and,
as such, it may add as
much as one person-month
to the cost of the door.
If one door per type is
needed, a certification
that this test has been
done for a similar door
may be sufficient.

Minimz ly, the test
plan snhould call for
MIL-STD-285-type testing



SAMPLE RF-SHIELD DOOR SPECIFICATION

mechanical tests of paragraphs 7.1.1 through
7.1.4. The testing shall be done in accord-
ance with a contractor-prepared, government-
approved test plan to demonstrate compliance
with the in-plant testing of paragraph 4.1.
A1l test results shall be made available to
the Contracting Officer.

During the closure test of paragraph
7.1.4, the door shall be tested for RF
shielding every 2000 cycles with a 400 MHz
plane wave and a 100 Khz magnetic test as
indicated in MIL-STD-285. The door will not
be acceptable if a decrease in attenuation
(compared to the pre-mechanical-test results
of paragraph 7.1.5) of more than 15 d8 or if
performance below minimum shielding effec-
tiveness requirements for the facility occurs
at any point on the periphery of the door or
at the handle. All test results shall be
provided to the Contracting Officer.

7.2 Site Quality Control--The guality
control required on site shall be the respon-
sibility of the contractor and RF-shield
door manufacturer., The manufacturer may pro-
vide detailed instructions for installation
and subsequent protection or may supervise
all procedures needed to maintain the RF-
shielding characteristics as obtained in the
manufacturer's plant, The contractor and
manufacturer shall assure that the door is
jnstalled with the correct alignment and
without warpage of the frame or door that
would compromise the shielding integrity of
the unit.

7.3 Remedial Action--If the RF-shield
door or any component of the door fails to
meet the specified performance requirements,
the contractor shall replace the defective
door or components at no additional charge to
the government.

7.4 MWarranty--The RF-shield door shall
be warranted, under proper maintenance, to
provide the required attenuation of paragraph
4,1 for a period of three (3) years. The
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NOTES ON THE
SAMPLE SPECIFICATION

at locations on the
periphery of the door at
frequencies across the
specified performance
band (see Fig. 3). The
separation between test
points should be less
than two feet apart.

The door handle, vents,
and any other penetra-
tions in the door should
also be tested. The
contractor-prepared test
plan should require mea-
surements at the same
frequencies used in
testing the remainder of
the shield room. Mini-
mally, the measurements
should be made at 14 kHz
(magnetic), 100 kHz
émagneticg, 1 MHz
magnetic), 20 MHz
(magnetic), 100 MHz
(plane-wave), 500 MHz
(plane-wave), and

1-10 GHz (plane-wave).
If desired, the electric
tests of MIL-STD-285 may
be added; in the past,
these tests have not
shown any leakage that
the other tests do not
already indicate.

The warranty period can
be changed to reflect
requirements, but it
must also be shown in



NOTES ON THE

SAMPLE RF-SHIELD DOOR SPECIFICATION SAMPLE SPECIFICATION

manufacturer shall require from the govern-
ment a certified record, paragraph 5.7, of
all maintenance done on the door for any
action done under the warranty.

paragraph 5.7. The log
book for maintenance on
the door should show any
procedures required by
the manufacturer, thus
allowing the government
compensation if the
door fails in spite of
following the manufac-
turer's maintenance
instructions.

30



Paragraph

SAMPLE ELECTRICAL FILTER/ESA ASSEMBLY SPECIFICATION

CONTENTS

Foreword

General

Applicable Documents

Submittals

General Reguirements

Detailed Reguirements

Installation

Quality Control

31

Page

32

36

36

38

39

41

75

75



FOREWORD

Power and communication/signal line filters reduce unwanted conducted
emissions, transients, and electrical noise on power and communication/
signal circuits entering or leaving secure and other radio frequency
(RF)-controlled areas, Electrical surge arresters (ESAs) protect fil-
ters, associated electronics, and insulation against damage by limiting
the duration and/or amplitude of high-altitude electromagnetic pulse
(HEMP}-induced or lightning-induced pulses and switching/fault transients.

This guide specification addresses performance and quality assurance
requirements for filter/ESA assemblies used in HEMP/TEMPEST shielded facil-
ities. The electromagnetic performance parameters are applicable for
reasonable worst-case HEMP coupling and communications security situations
which can be satisfactorily countered with National Security Agency (NSA)
Specification 73-2A prescribed measures. Provisions for protection from
strong Tightning excitation (but not all direct strikes) to power lines are
incorporated; weaker lightning coupling to communication and signal con-
ductors has been assumed. The sample specification must be amended to
reflect site-specific requirements, when they differ from these haselined
conditions.

Not every feature of the filter/ESA assembly can be fixed by reference
to existing military standards and specifications. Operating voltage,
current, and frequency, for example, are determined from the particular
requirements for the facility. Also, constraints on the allowable leakage
current through the filter capacitance to ground may exist because of
limitations of the power source which feeds the line. Numerical require-
ments for such requirements are omitted from the body of the guide
specification, to be completed by the electrical designer,

Standardization documents do not address the RF isolaion

characteristics of the inner and outer compartments of the assembly
enclosure; these are determined by the installation configuration.
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NOTE: Ambiguity exists in the terms "input" and "output,”
because they can be interchanged depending upon the application.
Unwanted HEMP signals originate outside the shielded volume and
must be attenuated as the conductors penetrate into the protected
region. TEMPEST signals, however, are emitted from equipments
within the shield and must not be allowed to escape. The
terminology to be used in this document will be as follows:

. "Oyter" compartment--the compartment which is topologically
external to the shield barrier and whose terminals connect
to wiring which is outside the shield.

+ "Inner" compartment--the compartment which is topologically
within the shield and whose terminals connect to the
interior wiring.

The three possible installation configurations will be illustrated in the
guide specification and applicable RF compartmentation requirements will be
identified.

Furthermore, some standardized test procedures are either not
universally realizable or are not relatable to the required performance
of the devices in an operating environment. Examples include:

« MIL-F-157336 temperature rise test procedures require a filter to
be suspended by its terminals in still air. This is clearly
inappropriate for some large filters, which can weigh hundreds of
pounds. Furthermore, the test geometry does not represent the
typical installation configuration, where several filters are in
close proximity within a sealed enclosure.

« The largest MIL-STD-202E terminal strength test force is 20 pounds.

Actual installation stresses for some filters can exceed this value
by many times.
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« MIL-STD-220A "full load" insertion loss tests are only performed at
frequencies above 100 kHz. Nonsaturation of inductors is best
demonstrated at lower freguencies, where measurements are taken
only when extended range buffer networks are specified.

NOTE: Most filter vendors supply two types of filters rated at
100 dB from 10 kHz to 10 GHz. The "X" series are tested with the
extended range networks and are two to three times heavier than
the "W" series devices. (The "W" series units are full load
tested only at the higher fregquencies.) This illustrates that
designs may be driven by the quality assurance test procedure,
rather than by the performance requirement,

It is imnortant that standardized tests, when specified, be critically
reviewes ror practicality and applicability and that they be appropriately
tailored,

Finally, this guide specification should not be used for filters
operating at voltages in excess of 600 V d.c. or 600 V a.c. Experience
with high-voltage devices indicates that detailed specifications are
required for tne individual components, as well as at the assembly level,
in such cases. For similar reasons, dedicated specifications with require-
ments not addressed in this document must be written for special-purpose
devices with operating signals in the radio frequency band.

Our goal here is to define reasonable performance requirements for
power and communication/signal line filter/ESA assemblies and testing
necessary to demonstrate compliance with the specifications. The guality
assurance provisions do include tests which are not described in current
standards and specifications. Some procedures require special equipment
and experienced engineers to perform them and are, therefore, costly.
Tradeoffs between the cost of conducting a test and the risk of not
performing it are principally left to the designer. Factors such as
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criticality of the mission, number of units to be procured, and past
experience with the specific manufacturer, and type of device should be

considered in this evaluation.
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SAMPLE ELECTRICAL FILTER/ NOTES ON THE
ESA ASSEMBLY SPECIFICATION SAMPLE SPECIFICATION

1.0 GENERAL

Delete HEMP or TEMPEST
if only one of these
requirements apply.

This specification defines requirements
for the configuration and electrical per-
formance design, construction, installation,
and quality assurance testing for filter/
electrical surge arrester (ESA) assemblies
used to protect power (up to 600 V) and
communication/signal lines in HEMP/TEMPEST
shielded ground-based facilities. The
filter/ESA assemblies also provide lightning
protection. Other criteria related to the
submittals and components specified herein
appear in other sections of this document, as

The other sections
listed are for illustra-
tive purposes only.
Appropriate entries
should be made for each
project.

follows:
. Section :  General Requirements
for Contractor
Submittals
« Section : Shielding and
Penetration
Protection Subsystem
Requirements
Requirements
2.0 APPLICABLE DOCUMENTS
The publications listed below form a
part of this specification to the extent
specified. In the event of a conflict
between a referenced document and this
specification, the specification shall take
precedence.
2.1 Government Documents
2.1.1 Military Standards

MIL-STD-130 Identification
Marking of U.S.
Military Property

|
|
|
|
|
|
|
|
|
|
|
|
. Section ___ : General Electrical |
|
|
|
|
|
|
|
|
|
l
|
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SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

MIL-STD-202E

MIL-STD-220A

MIL-STD-285

2.1.2 Military

Test Methods for
Electronic and
Electrical Component
Parts

Methods of Insertion
Loss Measurements

Attenuation Measure-
ments for Enclosures,
Electromagnetic
Shielding, for Elec-
tronic Test Purposes,
Measurement of

Specifications

MIL-F-15733G

MIL-T-10727

2.1.3 Military

Filters, Radio Fre-
quency Interference,
General Specifica-
tions for

Tin Plating; Electro-
Deposited or Hot-
Dipped; for Ferrous
and Non-Ferrous
Metals

Handbooks

MIL-HDBK-419

Grounding, Bonding
and Shielding for
Electronic Equipment
and Facilities

2.1.4 Other Government Documents

Catalog of Vendors for TEMPEST
Countermeasures, Filters and Optical
Isolators (Jun 1986)

USAF Handbook for the Design and

Construction of

HEMP/TEMPEST Shielded

Facilities (Revised, July 1988)

{(Applicable TEMPEST documents)
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SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

3.0 SUBMITTALS

The contractor shall submit data
identified in paragraphs 3.1 through 3.5.

3.1 Manufacturer's Data--The contractor
shall submit copies of specifications and
manufacturer's data sheets for all purchased
components in the filter/ESA assembly to the
Contracting Officer for approval.

3.2 Shop Drawings--The contractor shall
submit shop drawings of all contractor-
fabricated components in the filter/ESA
assembly to the Contractor Officer for
approval, prior to installation. The
drawings shall provide a complete list of
materials. They shall identify arrangements,
thicknesses, sizes of parts, clearances,
assembly, and installation details. The shop
drawings shall identify required coordination
with work of other trades. Shop drawings
shall be updated to show as-built configu-
rations and shall be resubmitted before
facility acceptance.

3.3 Test Plans--The contractor's
quality assurance test plan for all testing
required by Section 7.0 of this specification
shall be submitted to the Contracting Officer
for approval, prior to the start of testing.
The plan shall identify configurations for
testing, instrumentation to be used, data
requirements, test point locations, and
measurement and calibration procedures.

3.4 Test Reports--Test reports, certi-
fied by a Ticensed engineer, and copies of
all original data shall be submitted to the
Contracting Officer. Any deviations from the
test procedures submitted under paragraph 3.3
shall be described. Success or failure of
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Many of the tests recom-
mended in this guide
specification are not
standardized procedures.
Manufacturers may not be
familiar with the con-
duct and may not have
the necessary test
equipment in their
inventory. Testing may
be a significant frac-
tion of the total cost
and its value can only
be assured through
careful planning.

Most manufacturers
routinely sample test
units from their
production line and,
based upon these
results, provide



SAMPLE ELECTRICAL FILTERS
ESA ASSEMELY SPECIFICATION

MOTES DN THE
SAMPLE SPECLFICAT IOH

the component te sabisfy the criteria shall
be clesr|y stated asd propesed resolutians of
ynaccaptable performance shall be presentsd,
It iz emphasired that test data shall be for
the actual components to be @&l fivered and
installed, Test resulis oA random samplas
fron the 1ine of standard products ar
protatype units will not ba scceptable,

1.5 Maintenance Fﬂ%“—--ﬁ'ﬂtﬂﬂr&i
to presery Crmance ¢ Filter/ESA
aagembly and to maintain the contractar's
warranty in affect shall be submitked to the
contractisg Officer, along with the manufac-
turer't data amd shop drasings reguired wmder
paragraphs 3.1 and 3.2. Revisions to the
paintenance plan, when required by ss-pulit
conditions, shall be submitted prior ta
facility acceptance.

4.0 GENERAL REQUIREMENTS

A1l electrical conductors entering the
HEMP/TEMPEST shielded wolume shall be protecs
ted by Filter/ESA assembiies. A1) circwits
entering ¥ double=door shielded westibule
from cutside or fnside the shielded walume
shall alsg be protected with filter/ESA
#gziembliies. These Vines include, but are nat
Timited to, powsr limes, dusmy Tosd, signal
1nes, HVAL control, fire &larn, doorc, and
lightimg tircuits. The complaete filterSELA
auieibly whall meet all reguirenents defined
nerein.

4.1 Delivery and Storage--A11 filters/
ESA msiembiled vered to the job
site in an undameged condition, They shall
be protected against sfcal damage and
dempress. Sterage shall be the responsibil-
ity of the coatractor. Instructioas for
proper storage shall be provided By the
manufacturer.,
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certifications of it
[= Tianee. They wi
r::PHSL the nﬂ.:{ll:uT-lr
units to ba installed or
supply the ctual test
data eicept wWhere exn-
plicitly required by
thete specificatfions.

Other nangfacturgrs are
listed in the “Catalog




SAMPLE ELECTRICAL FILTER/S
ESA ASSEMBLY SPECIFICATION

MOTES 0N THE
SEWPLE SPECIFICATTOR

The following manufacturers supply Efis
E:ﬁ::l genaral types and retings specified
.

General Electric Company

Powar Electronics Sewicomductor Dept.
W, Gemaser Strest

Auburn, WY 13021

Telephoma: {315] 253-T321

dodlym Electronic Syitems
6368 Cortoma Orive

Santa Barbara Research Fark
Post Office Box 817
Goleta, CA FILLG
Talephane: LE]E] 95H-35R]
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aof Vendors for TEMPEST
Counterme d5ures,
Filters, and Optical
Igalatars,” dated June
1886, This document is
available from the major
command TEMPEST offiger
ar Air Force Crypeologic
Suppert CenterfSANT,
Sam Antomip, TE T8243=
020,

The lists of manufactisr-
ers are not exhaustive.
(thar fuppliers, not om
Ehe 1ists, may make
sjgal oF suberiar
products.




SAMPLE ELECTRICAL FILTER/
£SA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

General Semiconductor
2001 West Tenth Place
Tempe, AZ 85281

Telephone: (602) 968-3101

5.0 DETAILED REQUIREMENTS

5.1 Configuration
5.1.1 Filter/ESA Assembly Enclosure

5.1.1.1 Installation Configura-
tion--The filter/ESA assembly enclosure shall
be installed into the HEMP/TEMPEST shield in
the configuration, as shown in
the drawings and Figure _ .

41

|
t,
|
l
l
I
|
|
|
|
|
|
|
|
l
l
l
|
|
l
|
l
\
|

Specify the inside

(Fig. 1), imbedded
(Figs. 2 and 3), or
outside (Fig. 4) instal-
lation configuration.

The "“inside,"
"imbedded," or "outside"
terminology refers to
the physical location of
the enclosure with
respect to the HEMP/
TEMPEST shield. The
inside installation
configuration prevents
access to signals on the
interior wiring from
outside the shield and
is recommended for
TEMPEST-only facilities.
The outside configura-
tion is recommended for
HEMP-protected facili-
ties, because the
compartment containing
the ESAs does not
require RF shielding
(see note for para-
graph 5.1.1.3). The
imbedded configuration
is recommended for
TEMPEST-only, HEMP-only,
and HEMP/TEMPEST
facilities.



INTERIOR

CONDUIT INSIDE OUTSIDE
PROTECTED PROTECTED
VOLUME VOLUME

CLIPPER

COMQ:E$;ENT BLEEDER RESISTER
(SHIELDING NOT (1IF NOT INCLUDED
REQUIRED) BY MANUFACTURER)
PRIMARY
ACCESS COVER SHIELD T
{(WEATHER CASKETED LINER

AND SPARSE BOLT
SPACING)

RFI GASKET 7

FILTER
OUTER COMPARTMENT — 600 VAC
(SHIELDED) {MAX)

CIRCUMFERENTIAL
; WELDS
ACCESS COVER — " § g
(RFI GASKETED AND
CLOSE BOLT SPACING)

PENETRATION
PLATE

I

i

|

I

)

: SUPPORTING
:,(/’/’ FRAME

1

]

NOTE: RECOMMENDED FOR TEMPEST PROTECTED FACILITIES

R-998
Figure 1. Inside configuration.
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INTERIOR
CONDUIT

COPPER ":#]—

GROUND BAR

»

CLIPPER — |

(IF REQUIRED)

INNER ///////’
ACCESS
COVER

{(RFI_ GASKETING
NOT REQUIRED)

==

PRIMARY SHIELD

\

CIRCUMFERENTIAL WELD
{ENCLOSURE FLANGE
TO PRIMARY SHIELD)

EXTERIOR CONDUIT

QUTER
ACCESS COVER
(RFi GASKETING
NOT REQUIRED)

ESA }
TERMINAL STRIP

2]

INSIDE
PROTECTED

VOLUME

\ RFI GASKET

TACK WELD
AS REQUIRED
(COMPARTMENT
STRUCTURE
TO FLANGE)

QUTSIDE
UNFROTECTED
VOLUME

R-998

Figure 3. Imbedded configuration, cross-section.
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PENETRATION
PLATE

CLIPPER
OUTSIDE
UNPROTECTED
VOLUME _— CIRCUMFERENTIAL INSIDE
== PROTECTED
WELDS
VOLUME
BLEEDER RESISTER
INNER
(IF NOT INCLUDED
COMPARTMENT —— BY MANUFACTURER)
(SHIELDED)
PRIMARY
ACCESS COVER SHIELD
(RFI GASKETED AND LINER
CLOSE BOLT SPACING)
RF GASKET
N
N
OUTER
COMPARTMENT
(SHIELDING NOT
REQUIRED) \
! EXTERIOR
CONDUIT
N
ACCESS COVER—
(WEATHER GASKETED E
AND SPARSE
BOLT SPACING)
I
SUPPORTING
ESA } FRAME
| i
| |
‘ L J

NOTE: RECOMMENDED FOR HEMP-ONLY PROTECTION
R-998

Figure 4. Outside configuration.
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SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

5.1.1.2 Construction--The
filter/ESA assembly enclosure shall be a
two-compartment enclosure and shall be of
welded steel construction. Access covers,
which protect the components from dirt,
moisture, and mechanical damage, shall be
provided into the two compartments.

5.1.1.3 RF Compartment--The

compartment shall be an RF-tight
compartment. The access cover shall be RF-
gasketed and mating contact surfaces shall be
tin-plated in accordance with MIL-T-10727.
The cover shall be bolted in place; the bolt
spacing shall not be greater than 7.5 cm
(3 inches). The bolts (or nuts) shall be
securely and permanently attached to the
enclosure,

5.1.1.4 Unshielded Compartment--
The compartment(s) shail De an un-
shielded compartment. The access cover into
the unshielded compartment shall be weather-
gasketed and shall be a hinged door.

46

Specify inner or outer
compartment. Minimum
bolt spacing will vary
with the degree of iso-
lation required and
thickness and construc-
tion of the cover. -

The two compartments are
termed as the "inner"
and "outer" compart-
ments. By definition,
the inner compartment is
always topologically
inside the HEMP/TEMPEST
shield. The inner com-
partment does not
require RF shielding in
the inside or imbedded
installation configura-
tions, because it is
also physically inside
the shield. RF shield-
ing of the inner com-
partment is required for
the outside installation
configuration. Similar-
ly, the outer compart-
ment is always outside
the shield in the topo-
logical sense and re-
quires RF shielding only
in the inside installa-
tion configuration.

Specify inner, outer, or
both compartments.

Commercially available
products with either a



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

5.1.1.5 Size/Weight--[Specify
special dimensional or weight (including
filters and ESAs) constraints, when
applicable.]

5.1.1.6 Finish--(Specify.)

5.1.1.7 Marking--The filter/ESA
assembly enclosure shall be marked in accor-
dance with MIL-STD-130 with the manufac-
turer's name or trademark and part number.

5.1.2 Filters

5.1.2.1 Filter Case--The filter
components shall be enclosed in a metal case
for protection from dust, moisture, and
mechanical damage. The case shall be cold-
rolled steel and shall be hermetically
sealed. The finish shall be hot-dipped tin-
plating per MIL-T-10727 and shall not be
painted on areas where electrical continuity
of RF seals is required.

5.1.2.2 Filter Terminals--Filter
terminals shall be ceéramic-insulated and
shall be of the standoff-type, with threaded
studs. The terminals shall withstand a 50-
pound pull without degradation or damage,
when tested in accordance with procedures of
paragraph 7.2 of this specification.

47

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
l
I
|
|
|
|
|
|
|

hinged door or a bolted
access cover can be ob-
tained. The hinged door
is preferred for ease of
maintenance, but is less
common and may be more
expensive.

Assemblies can be quite
large and heavy and
normally require special
mounting support.

This article may refer
to another section of
the specifications that
covers painting.

The terminal strength
requirement should be
tailored to the maximum
likely stress during
installation/operations.
It is not necessary to
restrict the specified
force to 20 pounds (the
largest value listed in
MIL-STD-202).



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

5.1.2.3 1Installation and
Clearance--Filters shall be installed in the
outer compartment of the enclosure, with an
RF-tight seal to the barrier between the two
compartments. Minimum clearances shall be as
specified in paragraph 3.5 of MIL-F-15733.

5.1.2.4 Replaceability--
Individual filter units within the filter/ESA
assembly enclosure shall be individually
replaceablie.

5.1.2.5 Marking--Individual
filters shall be marked in accordance with
MIL-STD-130 with the manufacturer's name or
trademark and part number.

5.1.3 Electrical Surge Arresters

5.1.3.1 ESA Case--The ESA shall
be enclosed within a4 metal case. Discharges
shall be totally contained within the case;
no external corona or arcing is permitted.

5.1.3.2 ESA Terminals--£SA
terminals shall be ceramic-insulated and
shall be of the standoff-type, with threaded
studs. They shall withstand a 50-pound pull
without degradation or damage, when tested in
accordance with procedures of paragraph 7.2
of this specification.

5.1.3.3 Installation and
Clearance--ESAs shalT be installed in the
outer compartment of the enclosure with mini-
mum clearances as specified in paragraph 3.5
of MIL-F-15733.

5.1.3.4 Replaceability--
Individual ESAs within the ?1lter5ESA
assembly enclosure shall be individually
replaceable.

48

In TEMPEST-only facili-
ties, filters may be
installed in either the
inner or outer compart-
ment. When installed on
the outer side of a
TEMPEST shielded room,
(security) access to the
unfiltered side of the
conductors must be
controlled.

The terminal strength
requirement should be
tailored to the
particular application.

Desired protection is
from surges originating
outside the shielded
volume,



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

5.1.3.5 Marking--Individual ESAs
shall be marked in accordance with MIL-STD-

130 with the manufacturer's name or trademark

and part number,

5.1.3.6 Wiring--The ESAs shall
be located so that Teads of minimum length
connect the ESA to the filter and the ESA
ground terminal to the enclosure.
ESA wiring shall be NO. 4 AWG (minimum).

Communication/signal line ESA wiring shall be

of the same or heavier gauge than the com-
munication/signal line conductor. In all
cases, total ESA lead length shall be less
than 0.3 m (12 inches).

5.2 Performance Characteristics

5.2.1 Power Filters

5.2.1.1 General--Power filters
shall satisfy the requirements of MIL-F-
15733. In the event of a conflict between
MIL-F-15733 and this specification, this
specification shall take precedence.

5.2.1.2 Interface Elements--The
first filter element, looking into the inner
compartment terminal shall be an inductor.
The first element, looking into the outer
compartment terminal, shall be an inductor.
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Some designers prefer
coiling the wire between
the ESA and the filter,
because it creates
enough inductance to
develop the ESA firing
potential during transi-
ents. Short leads, as
recommended here,
improve the voltage-
limiting effectiveness
of the ESA.

Power filters can be
designed with either
capacitive or inductive
interface elements.
Except in unusual cir-
cumstances, there is no
clear and unanimous
preference, so the types
of interface elements
are seldom specified.
When used in combination
with an ESA, an initial
capacitor reduces the
rate of voltage increase
and results in a lower
sparkover voltage, but
draws larger transient
currents and may even
prevent firing of a
spark gap. An initial
inductive element allows



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

5.2.1.3 Qperating Voltage--The
filters shall be rated for continuous opera-
tion at , as shown in the drawings.
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a higher voitage to be
developed at the filter
terminal, but this
produces earlier ESA
activation. Inductive
interface elements also
limit the capacitor dis-
charge current in the
event of a short-circuit
fault in the external
circuit.

For a.c. filters,
specify the operating
a.c. voltage {rms)
across the filter and
the operating frequency.
For d.c. filters,
specify the d.c.
operating voltage.

Some designers specify
that filters in the
three phase wye-
connected power circuits
be rated at the phase-
to-phase voltage
(because phase-to-ground
voltage can approach
this value when a short
circuit occurs on
another phase). Other
designers allow the
dielectric withstanding
voltage specification to
provide capability to
withstand this
circumstance,

Filters for applications
at voltages greater than
600-V a.c. or 600-V d.c.
are subject to failures
from internal discharges
in the components. The
performance characteris-
tics needed to avoid

internal discharges are



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

5.2.1.4 Qperating Current--The
filters shall be rated for continuous opera-
tion at , as shown in the drawings.

5.2.1.5 Stopband Attenuation--The
filters shall provide at least the minimum
stopband attenuation requirements shown in
Figure 5, when tested in accordance with
procedures of paragraph 7.3 of this specifi-
cation. These stopband attenuation require-
ments apply at any current from no-load
through full-load current.
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not addressed in this
sample specification,
Therefore, it should not
be used for high-voltage
assemblies.

Specify the maximum
operating current.

No filters rated in
excess of 400 A are
known to be commercially
available. If larger
current ratings are
required, they may be
achieved by paralleling
two or more filters.

The term "stopband
attenuation," rather
than insertion loss, has
been used to avoid con-
fusion with a MIL-STD-
220 specification.

Figure 5a illustrates
the attenuation
requirement for high-
confidence HEMP protec-
tion, while Figure 5b
shows a possible
TEMPEST-only specifica-
tion. Figure 5¢ illus-
trates the combining of
attenuation requirements
for HEMP/TEMPEST
applications.

Because filter inductor
characteristics can
change as a function of
the load current,
attenuation should be
measured at several
different load currents.
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SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

5.2.1.6 Dielectric Withstanding
Voltage--The filters shall withstand twice
The rated operating voltage for a period of
one minute without degradation or damage,
when tested in accordance with procedures of
paragraph 7.4 of this specification.

5.2.1.7 Pulsed Withstanding
Voltage--The filters shall withstand a 40-kV,
T0-ns x 100-ns pulse applied at the filter
outer compartment terminals without
degradation or damage.

55

|
|
|
|
i
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

The sample specification
language is for a.c.
filters. For d.c.
filters, the requirement
is 2.5 times rated
voltage for 1 minute.

The waveshape of a
transient impulse is
defined by two time
numbers, such as tl x t2
(see Fig. 6). The first
number is the rise time
from zero to the crest
value. The second
number gives the time
interval from zero to

a point on the wave tail
at which the magnitude
has decayed to one-half
of the crest value.

This performance is
necessary, but is
usually not explicitly
specified. The pre-
scribed pulse is the
reasonable worst case
HEMP-coupled transient,
after surge suppression
with a spark gap ESA.
(Amplitude and pulse
width are primarily
determined from induc-
tance in the ESA leads.)
Although standard com-
mercial filters have not
been built to this type
of requirement, few have
failed in actual
testing.

A test procedure has not
been specified, but
Figure 7 shows the test
configuration which
would be used.
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SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

5.2.1.8 Voltage Drop--The voltage
drop across the filters at rated voltage and
frequency and at any current from no-load
through full-load current shall not exceed
1 percent, when tested in accordance with
procedures of paragraph 7.5 of this
specification.

5.2.1.9 Current Qverload--The
filters shall withstand 5 times the rated
current for a period of 1 second, twice the
rated current for 1 minute, and 1.4 times the
rated current for 15 minutes without degrada-
tion or damage, when tested in accordance
with procedures of paragraph 7.6 of this
specification.

5.2.1.10 Reactive Current--The
maximum reactive shunt current drawn by the
filters operating at rated voltage and fre-
quency shall not exceed anperes, when
tested in accordance with procedures of
paragraph 7.7 of this specification.
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The sample specification
language is for a.c.
filters. For d.c.
filters, a maximum
terminal-to-terminal
d.c. resistance (DCR) is
specified. The typical
value is much less than
1 percent of rated
voltage divided by rated
current.

A large reactive current
can be shunted through
the filter capacitance-
to-ground. This leakage
affects the power factor
of the circuit and can
overload current-limited
sources, causing circuit
breakers to trip or
burning out fuses or
components. In a 120-V
a.c./400-Hz circuit, the
reactive current leakage
is about 0.3 A/uF and a
typical 100 dB power
filter may contain
several tens of ufs.
Power factor correction
methods can be used to
“"tune-out" the reactive
leakage.

The designer may use

35 percent of the full-
load rated current as
the maximum reactive
shunt current, when



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

5.2.1.11 Current Sharing among
parallel Filters--Filters which are electri-
cally tied in parallel shall share the load
current approximately egqually, when tested in
accordance with procedures of paragraph 7.8
of this specification.

5.2.1.12 Bleeder Resistor--The
filters shall have a Dleeder resistor instal-
led external to the filter case. The bleeder
resistor shall reduce filter voltage to less
than 10 percent of its initial value in less
than 1 minute, when tested in accordance with
procedures of paragraph 7.9 of this
specification.

5.2.1.13 Insulation Resistance--
Insulation resistance (Ry) of the fiiters
shall be at least the minimum applicable
value shown in Figure 8, when tested in
accordance with procedures of paragraph 7.10
of this specification.
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other information for
defining the requirement
is not available.

Filters may be paral-
leled to achieve rated
currents in excess of
400 A (see note for
paragraph 5.2.1.4).

Stored charge on capaci-
tors in the filters can
create a high-voltage
shock hazard for person-
nel. This requirement
should be imposed on all
filters with operating
voltages in excess of
50-V a.c. or 50-V d.c.

An external bleeder
resistor is preferred
for two reasons: it can
be disconnected for
insulation resistance
measurements, and it can
be visually inspected.

0il-impregnated electro-
static film capacitors
are recommended to be
used in power filters.
Electrolytic capacitors
have larger d.c. leakage
currents and greater
dissipation factors and
will not meet these
insulation resistance
requirements.

If a bleeder resistor is
to be installed within
the filter case, Ry
measurements must be
made by the manufac-
turer, before the case
is sealed.
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SAMPLE ELECTRICAL FILTER/

ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

The filters shall be rated for continuous
operation at rated voltage and full-load
current in ambient temperatures from -25°C
to +85°C (measured inside the RF filter

cabinet).

5.2.1.14 Operating Temperature--
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The filter operating
environment is that
within the assembly
enclosure, and this
requirement must be
coordinated with the
assembly operating
temperature specifica-
tion (see note for
paragraph 5.2.5.5).

This performance will be
evaluated as part of the
filter/ESA assembly
thermal test, to the
extent considered -
necessary.

Operating temperature
range is-only one of
many environmental
requirements which may
apply. Others include:

« Humidity

+ Barometric pressure
or altitude

« Moisture, salt-
spray, or immersion
resistance

« Sand and dust
resistance

« Shock and vibration

The designer must
evaluate which of these
conditions are
applicable and specify
them appropriately.
MIL-F-15733 and MIL-
STD-202 are useful
references when specify-
ing environmental
requirements.



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

5.2.1.15 Temperature Rise--The
temperature rise of the filters when oper-
ating at rated voltage and frequency and
rated full-load current shall not exceed
25°C, when tested in accordance with
procedures of paragraph 7.11 of this
specification.

5.2.1.16 Filter Life--The filters
shall be warranted for a minimum service life
of 3 years.

5.2.2 Communication/Signal Line
Filters

5.2.2.1 Application--The filters
specified herein are ge51gnea for use in a
circuit.
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If forced circulation of
ambient air through the
assembly enclosure is
necessary to satisfy
this requirement, appro-
priate provisions should
be included among the
configuration require-
ments for the enclosure.

Some manufacturers
suggest that filter
reliability will
increase significantly
if the temperature rise
is limited to 20°C or
even 10°C.

Enforceability of
warranties, in a prac-
tical sense, at least,
is questionable for
lTow-cost devices such as
low-voltage filters.
Nevertheless, some life
requirement is
recommended.

The category of communi-
cation and signal line
filters covers a broad
spectrum of devices; a
few examples are as
follows:

. Control circuit
filters (on-off,
digital, and
analog)

. Energy Monitoring
and Control System

« Data circuit
filters at various
data rates



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

5.2.2.2 General--Communication
and signal line filters shall satisfy the
requirements of MIL-F-15733. In the event of
conflict between MIL-F-15733 and this speci-
fication, this specification shall take
precedence.

5.2.2.3 Operating Voltage--The
filters shall be rateg Tor continuous opera-
tion at , as shown in the drawings.

5.2.2.4 Operating Current--The

filters shall be rated for continuous opera-
tion at , as shown in the drawings.
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NOTES ON THE
SAMPLE SPECIFICATION

. Fire Alarm (Coded)

« Security instrusion
alarm (“supervised"
signal)

+ RF transmit and
receive circuit
filters

Characteristics of the
operating signals and
design of the associated
equipments must be
analyzed and carefully
considered in the speci-
fication development
process. Many filter
manufacturers are more
experienced with this
process than the facil-
ity electrical designers
and, by identifying the
application, the value
of their experience can
be realized.

Specify the maximum
a.c. and/or d.c.
operating voltage.

Specify the maximum
operating current.

An operating power
specification may be
more useful than an
operating current
requirement for some
applications, such as RF
transmit circuits.



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATIGN

5.2.2.5 Passband Requirements--

(Specify)

5.2.2.6 Stopband Attenuation--The
filters shall provide at Teast the minimum
stopband attenuation requirements shown in
Figure 5, when tested in accordance with
procedures of paragraph 7.3 of this
specificaticn.

64

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
1
|
|
|
|
|
|
|

The passband require-
ments are highly
application-dependent
and cannot be comprehen-
sively addressed here.
They usually include
some or all of the
following performance
characteristics:

« Frequency range
. Image impedance

« Maximum attenuation
or voltage standing
wave ratio (VSWR)

+» Phase shift or
harmonic distortion
limits

See note for
paragraph 5.2.1.5.

Some communication/
signal line applications
will have passband
frequencies which lie
between 14 kHz and

10 GHz, and the attenu-
ation versus frequency
characteristics will
have to be modified
accordingly., When this
occurs, the passband
should be as narrow as
practical, and the
skirts of the attenu-
ation curve should be as
steep as practical.
Supplementary protective
measures must be imple-
mented to account for
the partial loss of
filter attenuation.
Examples of such
measures include:



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

] 5.2,2.7 Dielectric Withstanding
Voltage--The filters shall withstand twice
The rated operating voltage for a period of
1 minute without degradation or damage, when
tested in accordance with procedures of
paragraph 7.4 of this specification.

5.2.2.8 Pulsed Withstanding
Voltage--The filters shall withstand a 40-kV,
10-ns x 100-ns pulse applied at the filter
outer compartment terminals without
degradation or damage.

5.2.2.9 Voltage Drog--The voltage
drop across the filters atl rate voltage and
frequency and at any current from no-load
through full-load current shall not exceed
1 percent, when tested in accordance with
procedures of paragraph 7.5 of this
specification.

5.2.2.10 Current Overload--The
filter shall withstand 5 times the rated
current for a period of 1 second, twice the
rated current for 1 minute, and 1.4 times the
rated current for 15 minutes without degrada-
tion or damage, when tested in accordance
with procedures of paragraph 7.6 of this
specification.
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« In HEMP facilities,
voltage-clipping
diodes may be
required in the
inner compartment
of the assembly.

« Special TEMPEST
tests may be
required to ensure
that other
undesired signals
are not leaking
through the filter
notch. :

See note for paragraph
5.2.1.6.

See notes for paragraph
5.2.1.7.

See note for paragraph
5.2.1.8.

Current overload
specifications may be
unnecessary for some
communication/signal
line filters.



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

5.2.2.11 Reactive Current--The
maximum reactive shunt current drawn by the
filter operating at rated voltage and fre-
quency shall not exceed anperes, when
tested in accordance with procedures of
paragraph 7.7 of this specification,

5.2.2.12 Bleeder Resistor--The
filters shall have a bDleeder resistor instal-
led external to the filter case. The bleeder
resistor shall reduce filter voltage to less
than 10 percent of its initial value in less
than 1 minute, when tested in accordance with
procedures of paragraph 7.9 of this
specification.

5.2.2.13 Insulation Resistance--
Insulation resistance (Rp) of the filters
shall be at least the minimum applicable
value shown in Figure 8, when tested in
accordance with procedures of paragraph 7.10
of this specification,

5.2.2.14 Operating Temperature--
The filters shall be rated for continuous
operation at rated voltage and full-load
current in ambient temperatures from -25°C
to +85°C (measured inside the RF filter
cabinet).

5.2.2.15 Temperature Rise--The
temperature rise of the $1 ters when opera-
ting at rated voltage and frequency and rated
full-load current shall not exceed 25°C, when
tested in accordance with procedures of

paragraph 7.11 of this specification.

5.2.2.16 Filter Life--The filters
shall be warranted for a minimum service life
of 3 years.

5.2.3 Power Line Surge Arresters

66

See notes for paragraph
5.2.1.10.

Reactive current
specifications may be
unnecessary for some
communication/signal
line filters.

See notes for paragraph
5.2.1.12.

See notes for paragraph
5.2.1.14.

See notes of paragraph
5.2.1.15.

See notes of paragraph
5.2.1.16.

Common power line surge
arresters for high-
current transients are
of two types--spark gaps
and metal oxide



SAMPLE ELECTRICAL FILTER/

ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION
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varistors (MOVs). Both
types have been used for
lightning and HEMP
protection; neither is
clearly superior.

A spark gap is a con-
trolled discharge
through the gas within
the device. Even the
fastest spark gaps take
a few nanoseconds to
"turn on." Thus, the
impulse sparkover voit-
age (voltage across the
gap at breakdown) on a
fast transient will be
significantly greater
than the d.c. breakdown
voltage. (Voltage
overshoot also occurs
because of the wiring
inductance in series
with the spark gap.)

The clamping voltage,
voltage across the gap
after it is in full
breakdown, is much less
than the d.c. breakdown
voltage (and often less
than the operating volt-
age). Clamping voltage
is only weakly dependent
on the discharge cur-
rent. Except in a spark
gap with special pro-
visions such as a resis-
tor in series, line
voltage must approach
zero (zero crossing in
an a.c. power circuit or
power off in a d.c. or
high-frequency circuit)
in order to extinguish
the arc.

An MOV is essentially a
voltage-dependent



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

5.2.3.1 ESA Application--The ESAs

specified herein are intended for use in a
circuit.

5.2.3.2 ESA D.C. Breakdown
Voltage--The d.c. breakdown voltage of the
ESAs shall be at least volts and shall
not be greater than volts, when tested
in accordance with procedures of paragraph
7.12 of this specification.
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resistance and operates
almost instantaneously.
Voltage overshoot is,
therefore, primarily due
to the series induc-
tance, and sparkover
voltage is not usually
specified as an MOV
requirement. The clamp-
ing voltage increases
with increasing current
and is greater than the
operating voltage,

After the transient
passes, the device
returns to its high-
resistance state without
necessity for line volt-
age to approach zero.

For a.c. power circuits,
specify the voltage
{peak or rms and phase-
to-phase or phase-to-
ground), current (per
phase), frequency,
single or three phase,
wye or delta connected,
and use. For d.c. power
circuits, specify
voltage, maximum current
capabilities of source,
and use. See note for
paragraph 5.2.2.1.

The sample language is
for a spark gap; the
equivalent parameter for
an MOV is voltage at
1-mA d.c. current.

Specified d.c. breakdown
voltage (or MOV voltage
at 1-mA d.c. current)
for d.c. and single
phase a.c. power should
be in the range of 150



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

5.2.3.3 ESA Impulse Sparkover
Voltage--Impulse sparkover voltage of the
F3As shall be less than 4000 volts on a volt-
age surge of either polarity having a rate of
rise of 1000 V/ns, when tested in accordance
with procedures of paragraph 7.13 of this
specification.

5.2.3.4 ESA Clamping Voltage--
Clamping voltage of The ESAs shall be iess
than 900 volts at a current of 10 kA, on an
8 us x 20 us waveshape, when tested in
accordance with procedures of paragraph 7.14
of this specification.
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NOTES ON THE
SAMPLE SPECIFICATION

to 200 percent of the
peak (not rms) operating
voltage. Use 200 to 250
percent on three phase
circuits, so that a
short-circuit fault in
one phase will not fire
ESAs on the other two
phases.

The sample language is
for a spark gap. Im-
pulse sparkover voltage
is not usually specified
for an MOV.

An equivalent require-
ment is: "Response time
of the ESAs, from the
time of application of
voltage to the time of
gap firing, shall be
Tess than 4 ns on a
voltage surge of either
polarity and having a
rate of rise of

1000 V/ns."

This requirement is
intended to ensure that
the spark gap is a low-
inductance, fast device.
The precise values are
not critical and should
be chosen after review-
ing ESA catalog
information.

This requirement is
intended to ensure that
the ESA does not have
excessive series resis-
tance. Again, the
specific value is not
critical and should be
chosen after reviewing
manufacturers' data.



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECTFICATION

5.2.3.5 ESA Extinguishing
Characteristics--The ESAs shall extinguish
and shall be self-restoring to the normal
nonconductive state within one-half cycle at
the operating frequency, when tested in
accordance with procedures of paragraph 7.15
of this specification.

5.2.3.6 ESA Extreme Dut
Discharge Current--The ESAs shall be rated
for an extreme duty discharge current of a
least 65 kA, on an 8 ps x 20 us waveshape,
when tested in accordance with procedures of
paragraph 7.16 of this specification.

5.2.3.7 ESA Surge Life--The ESAs
shall have a surge 1ife of at least 1000
surges at 2000 A, on a 10 ps x 1000 us
waveshape, when tested in accordance with
procedures of paragraph 7.17 of this
specification.

5.2.3.8 ESA Operatin
Temperature--The ESAs shail be rated for
continuous operation in ambient temperatures

from -25°C to +85°C (measured inside the RF
filter cabinet).

5.2.3.9 ESA Life--The ESAs shall
be warranted for a minimum service life of
3 years, provided that surge life and other
ratings are not exceeded.

5.2.3.10 ESA Self-Monitoring--The
ESAs shall have a self-monitoring system
which lights a red light if fuse protectors
are blown.
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The sample language is
for an a.c. spark gap.
For d.c. spark gaps,
specify the extinguish-
ing voltage or extin-
guishing time. An
extinguishing require-
ment for an MOV is
unnecessary.

The 65 kA is a lightning
specification, adequate
for the 90th percentile
strike. For HEMP, a
20-kA extreme duty dis-
charge rating is
adequate,

The 2000-A specification
is an estimate of the
lightning requirement
(based upon charge con-
tained in a lightning
stroke and the fraction
of that charge which
must be discharged
through the ESA). For
HEMP-only, the amplitude
can be reduced to 500 A.

See notes for paragraph
5.2.1.14.

See notes for paragraph
5.2.1.15.

Fusing of ESAs is not
recommended, because it
becomes possible to lose
protection without the
operator's knowledge.

If the designer chooses
to employ fuses, a
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5.2.4 Communication/Signal Line ESAs

§.2.4.1 ESA Application--The ESAs
specified herein are intended for use in a
circuit.

5.2.4.2

Operating Signal
Requirementg—-(Speci?yi

5.2.4.3 ESA D.C. Breakdown
Voltage--The d.c. breakdown voltage of the
ESAs shall be at least volts and shall
not be greater than volts, when tested in

accordance with procedures of paragraph 7.12
of this specification.
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self-monitoring capa-
bility is strongly
recommended.

Both spark gaps and MOVs
are also used in
communication/signal
Jine applications.
(Low-current surge
arresters, such as Zener
diodes and TranZorbs,
may be used at the inner
compartment terminals of
the filter, but are not
robust enough for the
outer compartment
requirements.)

See note for paragraph
5.2.2.1.

Communication/signal
line ESA operating sig-
nal requirements, like
the passband require-
ments for communication/
signal line filters,
vary greatly from
application to applica-
tion. Many of the same
characteristics (image
impedance for coaxial
ESAs, attenuation or
VSWR, etc.) are impor-
tant. It may be neces-
sary to limit device
capacitance so that
operational signals are
not distorted.

No significant differ-
ences from power line
ESAs; see notes for
paragraph 5.2.3.2.
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NOTES ON THE
SAMPLE SPECIFICATION

5.2.4.4 ESA Impulse Sparkover
Voltage--Impulse sparkover voltage of the
ESAs shall be less than 4000 volts on a volt-
age surge of either polarity, having a rise
rate of 1000 V/ns, when tested in accordance
with procedures of paragraph 7.13 of this
specification.

5.2.4.5 ESA Clamping Voltage--
Clamping voltage of Thé ESAs shall be less
than 900 volts at a current of 10 kA, on an
8 us x 20 us waveshape, when tested in
accordance with procedures of paragraph 7.14
of this specification,

5.2.4.6 ESA Extinguishing
Characteristics--(Specify)

5.2.4.7 ESA Extreme Dut
Discharge Current--The ESAs shall be rated
tor an exireme duty discharge current of at
least 10 kA, on an 8 yus x 20 us waveshape,
when tested in accordance with procedures of
paragraph 7.16 of this specification.

5.2.4.8 ESA Surge Life--The ESAs
shall have a surge 17fe of at least 1000
surges at 500 A, on a 10 us x 1000 us
waveshape, when tested in accordance with
procedures of paragraph 7.17 of this
specification.
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No significant differ-
ences from power line
ESAs; see note for
paragraph 5.2.3.4,

No significant differ-
ences from power line
ESAs; see note for
paragraph 5.2.3.4.

See note for paragraph
5.2.3.5.

See note for paragraph
5.2.3.6.

Increase the requirement
to 20 kA if a large
follow-on current is
possible. If a light-
ning threat exists for
the circuit, increase
this requirement
appropriately,

See note for paragraph
5.2.3.7.

If a lightning threat to
the circuit exists,
increase the requirement
appropriately. It may
be possible to reduce
the current and or
duration requirement,
based upon HEMP coupling
analysis.
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SAMPLE SPECIFICATION

5.2.4.9 ESA Operating
Temperature--The ESAs shall be rated for

continuous operation in ambient temperatures
from -25°C to +85°C (measured inside the RF
filter cabinet).

5.2.4.10 ESA Life--The ESAs shall
be warranted for a minimum service life of
3 years, provided that the surge life and
other ratings are not exceeded.

5.2.5 Filter/ESA Assembly

5.2.5.1 Stopband Attenuation--
when assembled and installed, the tilter/ESA
assembly shall provide at least the minimum
stopband attenuation specified for the
filters (see 5.2.1.5 and 5.2.2.6), when
tested in accordance with procedures of
paragraph 7.18 of this specification.

5.2.5.2 Dielectric Withstanding
Voltage--When assembled and installed, the
TiTter/ESA assembly shall withstand twice the
rated operating voltage of the filters (see
5.2.1.6 and 5.2.2.7) for a period of

1 minute, without degradation or damage, when
tested in accordance with procedures of
paragraph 7.19 of this specification.

5.2.5.3 Pulsed Withstanding
Voltage--When assembTed and installed, the
fiTter/ESA assembly shall withstand a 2.5 kA,
10 ns x 1.5 us pulse applied at the assembly
outer compartment terminals, without damage
or degradation, when tested in accordance
with procedures of paragraph 7.20 of this
specification,

5.2.5.4 Insulation Resistance--
When assembled and instalied, insuilation
resistance of the filter/ESA assembly shall
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See notes for paragraph
5.2.1.14.

See note for paragraph
5.2.1.15.

This is a final test of
the linear electro-
magnetic performance of
the assembly. In-place
testing is preferred,
but not essential.

This dielectric with-
standing voltage test
verifies the standoff of
the assembly wiring.
In-place testing is
preferred, but not
essential.

This is the final HEMP
functional demonstration
of the combination of
linear and nonlinear
protection elements. If
a a lightning pro-
tection functional
demonstration is also
required, specify the
applicable threat pulse.
In-place testing is
preferred, but not
essential.

This test verifies the
Ry of the assembly
wiring. In-place
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be at least the minimum applicable value for
the filters (see 5.2.1.13 and 5.2.2.13), when
tested in accordance with procedures of
paragraph 7.21 of this specification.

5.2.5.5 Operating Temperature--
The filter/ESA assembly shall be rated for
continuous operation, with all filters at
rated voltage and full-load currents, in
ambient temperatures from -25°C to +60°C
(measured outside the RF filter cabinet).

5.2.5.6 Temperature Rise--When
assembled and instalTed, temperature rise of
components in the filter/ESA assembly, with
all filters at rated voltage and full-load
currents shall not exceed 25 degrees C.
Thermal performance shall be demonstrated in
accordance with procedures of paragraph 7.22
of this specification.

5.2.5.7 Shielding Effectiveness--
When the filter/ESA assembly is installed and
operational, the HEMP/TEMPEST shielding
effectiveness in the area of the installation
shall be measured in accordance with proce-
dures in Section ¢ SHIELDING AND
PENETRATION PROTECTION SUBSYSTEM REQUIRE-
MENTS. The presence of the protected pene-
tration shall not degrade the shield perform-
ance below specified values.

5.2.5.8 Filter/ESA Assembly
Life--The filter/ESA assembly shall be
warranted for a minimum of 3 years, provided
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testing is preferred,
but not essential.

See notes for paragraph
5.2.1.14,

Experience indicates
that the reliability of
a filter/ESA assembly
will be greatly
improved, when operating
in an environmentally
controlled space.
Ambient temperature
should be maintained in
the range of 24 + 14°C
(75 + 25°F), and the
assembly should be
sheltered from direct
exposure to the elements
(sunlight, rain, etc.).

In-place testing is
highly recommended, as a
final check that the
installation is proper.

See note for paragraph
5.2.1.16.
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that specified ratings have not been exceeded
and prescribed maintenance has been performed
(see 3.5).

6.0 INSTALLATION

Installation of the filter/ESA assembly
shall be the responsibility of the contrac-
tor. The work may be subcontracted to the RF
shielding specialist or the filter/ESA sup-
plier. The installation shall be in accor-
dance with the manufacturer's recommendations
and as shown in the shop drawings.

7.0 QUALITY CONTROL
7.1 General

7.1.1 Test Procedures and Test
Results--All required quality assurance
Testing shall be documented with test pro-
cedures and test reports, as required by
Section 3 of this specification. It is
emphasized that tests must be performed on
actual units which will be delivered and
jnstalled and that actual test data shall be
supplied to the Contracting Officer. Certi-
fications of specification compliance, with-
out the supporting data, will not satisfy
these requirements.

7.1.2 Notification--The contractor
shall notify the Contracting Officer at least
2 weeks prior to the performance of these
tests. The Government reserves the right to
witness all required testing.

7.1.3 Additional Government
Testing--At its discretion, the Government
may conduct additional testing to verify
compliance with specification requirements.
Such tests will be performed without inter-
ference with contractor activities and will
not subject components or assemblies to
stresses which exceed specified limits. The
Government will notify the contractor of the
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The contractor should be
permitted to make minor
modifications to these
procedures to improve
accuracy, to reduce
testing costs, and for
his convenience. The
modifications must be
described in his test
procedures and approved
by the Contracting
Officer.

This provision attempts
to ensure that products
are designed to meet the
performance require-
ments, rather than being
designed to pass the
quality control tests.
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nature and planned time of conduct of these
tests and the contractor may witness them.

7.1.4 Remedial Action--If any
component or assembly fails to meet the
specified requirements, as shown by required
quality assurance tests or additional tests
by the contractor or Government, the con-
tractor shall replace the defective item,
repair the defective installation, or take
other actions necessary to achieve acceptable
performance., These remedial actions shall
be taken at no additional cost to the
Government.

7.2 Terminal Strength Test (Filters and

ESAs)--A11"FiTters and ESAS shall be tested
to demonstrate compliance with terminal
strength requirements. Tests shall be per-
formed in accordance with MIL-STD-202, Method
211A, Test Condition A, modified as follows:

a. Testing shall be performed with the
components mounted in the filter/ESA assembly
enclosure or mounted on a plate by the same
holding method which will be used for
mounting in the enclosure.

b. The applied force shall be as
specified in this document (see 5.1.2.2 and
5.1.3.2) and shall not be limited to values
listed in MIL-STD-202.

7.3 Filter Stopband Attenuation Test

7.3.1 Power Filters--All power
filters shall be tested to demonstrate
compliance with stopband attenuation
requirements (see 5.2.1.5). Tests shall be
performed as illustrated in Fig. 9 and in
accordance with the following procedures:
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Once again, it is
emphasized that stan-
dardized procedures
should be carefully
reviewed and tailored to
the particular character
of the specific item
being procured. Modi-
fications a. and b,
illustrate this point.

This provision requires
every filter and surge
arrester to be terminal
strength-tested. When a
large number of iden-
tical items are being
procured, sample testing
should be considered.
The cost of performing
the test versus the risk
and system impact of
noncompliance if it is
not performed should be
considered.

The commonly used,
filter insertion loss
measurement procedures
of MIL-STD-220 have
several deficiencies,
which make the measured
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results unrepresentative
of the in-place
performance:

The specified
50-0 termination
impedance does
not simulate
actual load
characteristics.

» Frequency sampling
can be too sparse,
allowing stopband
resonances with
poor attenuation to
be overlooked.

« MIL-STD-220 allows
no-load testing
only and full-load
testing over a
limited frequency
range.

This procedure attempts
to correct these
deficiencies.

Other improved test
procedures can also be
devised. This method
measures current atten-
uation; an equivalent
voltage attenuation test
procedure could be
written, Additional
variations could
include:

« Discrete frequency
testing, at two or
three test frequen-
cies per decade
(instead of swept
CW).



SAMPLE ELECTRICAL FILTER/
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a. The filters shall be installed in
the filter/ESA assembly enclosure.

b. The load current power supply shall
operate at the rated voltage of the filters
and shall be capable of providing any current
from no-load through rated full-load current.

¢. The RF signal generator shall be a
swept continuous wave (CW) source, capable of
operation over the entire frequency band on
which attenuation requirements are specified
(see Fig. 5). The CW source shall be capaci-
tively coupied to the outer compartment
terminal, to protect the signal generator
from the load current power supply.

d. Calibrated current probes shall be
installed to monitor the inner and outer
compartment RF currents. The probes must not
saturate under full-load conditions.

e. The receiver or network analyzer
shall be capable of operating over the entire
frequency band on which attenuation require-
ments are specified. It shall be capaci-
tively coupled to the inner compartment
terminal, for protection from the load
current power supply. Sensitivity shall be

79

« Testing could be
performed after
installation, using
facility power as
the Toad current
source,

This test could also be
done with d.c. current,
even if the filter is an
a.c. device, and could
be done with a source
which does not operate
at rated filter voltage.
Arc welders and auto-
motive batteries are
convenient, low-voltage,
high-current sources, if
the requirement to
operate at rated voltage
is removed.

For TEMPEST-only
facilities, the signal
generator should be
connected at the inner
compartment terminal.
Several signal gener-
ators, each operating
over a portion of the
spectrum, may be
necessary.
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adequate to provide a measurement dynamic
range at least 10 dB greater than the
stopband attenuation requirement.

f. The load impedances shall be
resistive and shall be capable of dissipating
the rated full-load filter current.

g. Attenuation measurements shall be
made at 20 percent, 50 percent, and 100 per-
cent of the filter full-load operating
current,

7.3.2 Communication/Signal Line
Filters--Stopband attenuation measurements on
communication/signal line filter shall be
" performed as described in paragraph 7.3.1,
modified as follows:

a. Attenuation measurements are
required at a load impedance equal to the
image impedance of the filter and with zero
voltage appliied and a short-circuit
termination.

7.4 Filter Dielectric Withstanding
Voltage Test--ATT fiTters shall be tested to
emonstrate compliance with dielectric with-
standing voltage requirements (see 5.2.1.6
and 5.2.2.7). Tests shall be performed in

accordance with M[L-STD-202, Method 301,
modified as follows:

a. Testing shall be performed with the
components mounted in the filter/ESA assembly
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It is recommended that
attenuation measurements
be performed on every
filter unit. When a
large number of iden-
tical devices is being
procured, sample testing
should be considered--
samples tested under ail
specified conditions and
the remaining units
tested at a subset of
the specified
conditions.

Generally,
communication/signal
line filters operate at
Tow current and inductor
saturation is not an
issue of concern. The
measurements should be
made with impedances
which simulate actual
loads during normal
operation. This needs
to be tailored to the
specific application.

When large numbers of
identical items are
being procured, sample
testing should be
considered.



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

enclosure or mounted on a metal plate hy the
same holding method which will be used for
mounting in the enclosure.

b, A.C. filters shall be tested with an
a.c. source.

c. D.C. filters shall be tested with a
d.c. source.

d. In addition to the physical examina-
tion, insulation resistance measurements
shall be made {or repeated) after the
dielectric withstanding voltage test.

7.5 Filter Voltage Drop/D.C. Resistance

Test

7.5.1 A.C. Filters. All a.c.
filters shall be tested to demonstrate com-
pliance with voltage drop requirements (see
5.2.1.8 and 5.2.2.9). Tests shall be per-
formed in accordance with paragraph 4.6.8.1
of MIL-F-15733, modified as follows:
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Because of the reactive
current leakage, the
dielectric withstanding
voltage source may draw
quite high currents
during the filter tests.
A tunable inductor in
parallel with the filter
capacitance can be used
to produce a parallel-
resonant load, as seen
in Fig. 10, thereby
reducing the primary
circuit and transformer
current requirements.

If it is absolutely
necessary to perform the
dielectric withstanding
voltage test of an a.c.
filter using a d.c.
source, the test voltage
shall be 4.2 times the
rated a.c. (rms)
operating voltage.

This test may be
performed in combination
with the filter/ESA
assembly thermal test
(see 7.22).
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a. Testing shall be performed with the
components mounted in the filter/ESA assembly
enclosure or mounted on a metal plate by the
same holding method which will be used for
mounting in the enclosure.

7.6 Filter Current Overload Test--All
filters shal] be tested to demonstrate com-
pliance with the current overload require-
ments (see 5.2.1.9 and 5.2.2.10). Tests
shall be performed in accordance with para-
graph 4.6.10 of MIL-F-15733, modified as
follows:

a. Testing shall be performed with the
filters mounted in the filter/ESA assembly
enclosure or mounted on a metal plate by the
same holding method which will be used for
mounting in the enclosure.

7.7 Filter Reactive Shunt Current
Test--All a.c. filters shall be tested to
demonstrate compliance with reactive shunt
current requirements (see 5.2.1.10 and
5.2.2.11). Tests shall be performed in
accordance with the following procedures:

a. Testing shall be performed with the
filters mounted in the filter/ESA assembly
enclosure or mounted on a metal plate by the
same holding method which will be used for
mounting in the enclosure.

b. The filter shall be terminated in
the inner compartment in an open circuit.

¢. Rated a.c. voltage shall be applied

between the filter outer compartment terminal
and the enclosure (or metal plate).
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NOTES ON THE
SAMPLE SPECIFICATION

When a large number of
identical filters is
being procured, sample
testing should be
considered.

The designer should
consider requiring con-
duct of the 200 percent
current and 500 percent
current demonstrations,
after the 140 percent
current overload test.

When a large number of
identical filters is
being procured, sample
testing should be
considered.

This test configuration
js identical, except for
test voltage and the
requirement for current
monitoring, to the con-
figuration for dielec-
tric withstanding
voltage testing.

When a large number of
jdentical filters is
being procured, sample
testing should be
considered.

This test may be
performed in combination
with the filter/ESA
assembly thermal test
(see 7.22).

See note for paragraph
7.4.b.
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d. The a.c. current into the outer
compartment terminal shall be monitored.
This current is equal to the filter reactive
shunt current.

7.8 Power Filter Current Sharing Test--
A1l circuits censisting of two or more power
filters in parallel shall be tested to demon-
strate compliance with the current sharing
rec.irements (see 5.2.1.11). Tests shall be
performed as shown in Figure 11 and in
accordance with the following procedures:

a. Testing shall be performed with the
filters mounted in the filter/ESA assembly
enclosure or mounted on a metal plate by the
same holding method which will be used for
mounting in the enclosure.

b. The filter inner compartment
terminals shall be loaded with a resistor
equal in value to the rated operating voltage
divided by the sum of the current ratings of
the devices in parallel. The resistor shall
be capable of dissipating the total current.

c. Rated operating voltage shall be
applied at the filter outer compartment
terminals.

d. The current into each filter outer
compartment terminal shall be monitored.
Filters are considered to share the load
equally when all measured currents are within
5 percent of the average current per filter,

7.9 Filter Bleeder Resistor Discharge
Test--Al11 Filters operating at voltages in
excess of 50 V shall be tested to demonstrate
compliance with bleeder resistor discharge
requirements (see 5.2.1.12 and 5.2.2.12).
Tests shall be performed as shown in
Figure 12 and in accordance with the
following procedures:
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This test may be
performed in combination
with the filter/ESA
assembly thermal test
(see 7.222).

See note for paragraph
7.4.b.

This test may be
performed on a sample of
each type of filter.
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a. Testing shall be performed with the
filters mounted in the filter/ESA assembly
enclosure or mounted on a metal plate by the
same holding method which will be used for
mounting in the enclosure. The bleeder
resistor shall be connected between the
filter inner compartment terminal and the
enclosure (or plate).

b. Using a d.c. power supply, the
filter shall be charged to the rated peak
a.c. voltage or rated d.c. voltage with
respect to the enclosure (or plate).

c. Filter voltage shall be monitored.
Discharge time is the time from opening the
power supply output switch until voltage has
decayed to 10 percent of its initial value.

7.10 Filter Insulation Resistance
Test--Al1 filters shall be tested to demon-
strate compliance with insulation resistance
requirements (see 5.2.1.13 and 5.2.2.13).
Tests shall be performed in accordance with
MIL-STD-202, Method 302, modified as follows:

a. Testing shall be performed with the
filters mounted in the filter/ESA assembliy
enclosure or mounted on a metal plate by the
same holding method which will be used for
mounting in the enclosure. The bleeder
resistor shall be disconnected.

b. The test shall be conducted at the
largest test condition voltage (100 V, 500 V,
or 1000 V) which does not exceed the rated
peak a.c. voltage or the rated d.c. voltage.

c. A separate d.c. power supply may be
used to charge the filters to the test
voltage, as shown in Fig. 13.

d. After switching to the megohm meter,
the insulation resistance value shall be
recorded after the reading has stabilized
(rather than at a specified time).
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An Ry measurement is
inexpensive and a fair
indicator of the overall
condition of a filter.
An Rp measurement on
every filter, even among
a large number of
identical devices, is
recommended.
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7.11 Filter Temperature Rise Test--All
filters shall be tested to demonstrate com-
pliance with temperature rise requirements
(see 5.2.1.15 and 5.2.5.15). Tests shall be
performed in accordance with procedures of
paragraph 4.6,4 of MIL-F-15733, modified as
follows:

a. Testing shall be performed with the
filters mounted in the filter/ESA assembly
enclosure or mounted on a metal plate by the
same holding method which will be used for
mounting in the enclosure.

b. The period during which the filter
is at rated voltage and full-load current
shall be until temperature equilibrium is
reached or 24 hours, whichever is longer.

7.12 ESA D.C. Breakdown Voltage Test--
A1l ESAs shall be tested to demonstrate
compliance with d.c. breakdown voltage
requirements (see 5.2.3.2 and 5.2.4.3).
Tests shall be performed in accordance with
teh following procedures:

a. Testing shall be performed with the
ESAs mounted in the filter/ESA assembly
enclosure or mounted on a metal plate by the
same holding method which will be used for
mounting in the enclosure.
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When a large number of
identical filters is
being procured, sample
testing should be
considered.

This test is also being
used as a demonstration
of operation at rated
voltage and current.

The period, 24 hours, is
long enough that devices
with very serious design
flaws should fail,

When testing an MOV,
current through the ESA
must be monitored and
voltage should be
increased in discrete
steps. The applied
voltage, when a steady
state current of 1 mA is
observed, is the param-
eter to be measured.

When a large number of
identical ESAs is being
procured, sample testing
should be considered.



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

b. A variable d.c. power supply shall
be connected between the ESA terminal and the
enclosure (or plate).

c. The applied voltage shall be
increased at a rate not to exceed 10 percent
of the rated d.c. breakdown voltage per
second.

d. The d.c. breakdown voltage is the
applied voltage just prior to breakdown
(indicated by a rapid decrease in the voltage
across the device). Deenergize the power
supply immediately after breakdown occurs.

7.13 ESA Impulse Sparkover Voltage
Test--Al1l spark gaps shall be tested to
demonstrate compliance with impulse sparkover
voltage requirements (see 5.2.3.3 and
5.2.4.4). Tests shall be performed in
accordance with the following procedures:

a. Testing shall be performed with the
spark gaps mounted in the filter/ESA assembly
enclosure or mounted on a metal plate by the
same holding method which will be used for
mounting in the enclosure.

b. The pulse generator shall be
connected between the spark gap terminal and
the enclosure (or plate) with a minimum
inductance connection. The pulse generator
shall be capable of providing a ramp voltage
of 1 kV/ns to a peak voltage which is at
least twice the expected impulse sparkover
voltage (into an open-circuit load).

c. Voltage across the spark gap shall
be monitored on an oscilloscope or transient
digitizing recorder, capable of at least l-ns
resolution. The peak transient voltage
during the pulse is the impulse sparkover
voltage.
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Impulse sparkover
measurements are not

usually performed on
MOVs.

When a large number of
identical ESAs is being
procured, sample testing
should be considered.

A permanent record of
the measured waveform
data must be made. A
copy of the raw data, as
well as results cor-
rected for probe and
instrumentation factors



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

7.14 ESA Clamping Voltage Test--All
ESAs shall Be tested to demonstrate compli-
ance with clamping voltage requirements (see
5.2.3.4 and 5.2.4.5). Tests shall be per-
formed in accordance with the following
procedures:

a. Testing shall be performed with the
ESAs mounted in the filter/ESA assembly
enclosure or mounted on a metal plate by the
same holding method which will be used for
mounting in the enclosure.

b. The pulse generator shall be con-
nected between the ESA terminal and the
enclosure (or plate) with a minimum induc-
tance connection. The pulse generator shall
be capable of providing a 10-kA current
pulse, on an 8 us x 20 us waveshape, into a
short-circuit load.

c¢. Current through the ESA and voltage
across the ESA shall be monitored on oscillo-
scopes or transient digitizing recorders.
The asymptotic voltage during the 10-kA
portion of the pulse is the clamping voltage.

7.15 ESA Extinguishing Test--All a.c.
power spark gaps shall be tested to demon-
strate that the arc extinguishes within one-
nhalf cycle after passage of the transient,
when operating at rated voltage and fre-
quency. Tests shall be performed as shown in
Figure 14 and in accordance with the
following procedures:

a. Testing shall be performed with the
spark gaps mounted in the filter/ESA assembly
enclosure or mounted on a metal plate by the
same holding method which will be used for
mounting in the enclosure.
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and converted into
engineering units, is to
be submitted as part of
the test report.

When a large number of
identical ESAs is being
procured, sample testing
should be considered.

1EEE Standard 587-1980,
"[EEE Guide for Surge
Voltages in Low-Voltage
AC Power Circuits," pro-
vides schematic diagrams
for various pulse
generators.

Preserve measured
waveform data.

This test may be
performed on a sample of
each type of spark gap.
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SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

b. A power source at the rated
operating voltage and frequency, capable of
providing at least 25 A into a short-circuit
Joad, shall be connected between the spark
gap terminal and the enclosure (or plate). A
pulse generator, capable of providing a short
pulse which will fire the spark gap (ampli-
tude and waveshape are not critical), shall
also be connected across the spark gap.

c. Voltage across the spark gap shall
be monitored on an oscilloscope or transient
digitizing recorder. A series of ten pulses
shall be injected. Performance of the ESA is
satisfactory if the arc extinguishes (indi-
cated by reoccurrence of the sinusoidal
waveform) within 8.5 ms after the start of
each pulse.

7.16 ESA Extreme Duty Discharge Test.
A1l ESAs shall be tested to demonstrate com-
pliance with extreme duty discharge current
requirements (see 5.2.3.6 and 5.2.4.7).
Tests shall be performed in accordance with
the following procedures:

a. Testing shall be performed with the
ESAs mounted in the filter/ESA assembly
enclosure or mounted on a metal plate by the
same holding method which will be used for
mounting in the enclosure.

b. The pulse generator shall be con-
nected between the ESA terminal and the
enclosure (or plate) with a minimum induc-
tance connection. The pulse generator shall
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NOTES ON THE
SAMPLE SPECIFICATION

Protection of the a.c.
source from the pulse
generator output and
protection of the pulse
generator from the a.c.
power must be provided.

For d.c. spark gaps, a
d.c. power supply at the
operating voltage should
be used. Appropriate
provision should be made
so that the test source
simulates the character-
istics (current limit-
ing, fault behavior,
etc.) of the circuit to
be serviced by the

spark gap. This test is
not usually performed
when the ESA is an MOV.

Preserve measured
waveform data.

The designer should
consider performing this
test only on a sample of
each type of ESA.



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

be capable of providing a current pulse of
the prescribed amplitude, on an 8 us x 20 yus
waveshape, into a short-circuit load.

c. Only a single pulse is required.
Current through the ESA and voltage across
the ESA shall be monitored on oscilloscopes
or transient digitizing recorders. The ESA
shall be visually monitored during the pulse
for indications of external breakdown.

d. After the pulse, the ESA shall be
carefully inspected for charring, cracks, or
other signs of degradation of damage. The
ESA d.c. breakdown voltage test shall be
performed (or repeated) after the extreme
duty discharge test.

7.17 ESA Surge Life Test--All ESAs
shall be tested to demonstrate compliance
with surge life requirements (see 5.2.3.6 and
5.2.4.7). Tests shall be performed in
accordance with the following procedures:

a. Testing shall be performed with the
ESAs mounted in the filter/ESA assembly
enclosure or mounted on a metal plate by the
same holding method which will be used for
mounting in the enclosure.

b. The pulse generator shall be
connected between the ESA terminal and the
enclosure (or plate) with a minimum induction
connection. The pulse generator shall be
capable of providing repetitive current
pulses of the prescribed amplitude, with a
10 us x 1000 us waveshape, into a
short-circuit load.

c. A series of ten pulses is required.
Current through the ESA and voltage across
the ESA shall be monitored on oscilloscopes
or transient digitizing recorders. The ESA
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Preserve measured
waveform data.

The designer should
consider requiring one
sample to be destruc-
tively tested to its
specified number of
pulses. When a large
number of identical ESAs
is being procured,
sample testing in the
ten-pulse series should
also be considered.

Preserve measured
waveform data.



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

shall be visually monitored during the series
of pulses for indications of external
breakdown.

d. After the series of pulses, the ESA
shall be carefully inspected for charring,
cracks, or other signs of degradation or
damage. The ESA d.c. breakdown voltage test
shall be performed (or repeated) after the
surge life test.

7.18 Filter/ESA Assembly Stopband
Attenuation Test--1he filter/ESA assembly
shall De tested to demonstrate compliance
with stopband attenuation requirements (see
5.2,5.1). Measurements shall be made on each
conductor which penetrates the shield through
the assembly. Tests shall be performed as
described in paragraph 7.3, except that the
filter/ESA assembly shall be complete and
installed (except for connections to the
external and internal circuits).

7.19 Filter/ESA Dielectric Withstandin
Voltage TesT--The filter/ESA assembly shall
be tested to demonstrate compliance with
dielectric withstanding voltage requirements
(see 5.2.5.2). Measurements shall be made on
each conductor which penetrates the shieild
through the assembly. Tests shall be per-
formed as described in paragraph 7.4, with
the following exceptions:
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See notes for paragraph
7.3.

The individual filter
tests (para. 7.3) check
the filter components.
This procedure is more
thorough, since it
checks quality of the
installation, as well as
the components. Since
it cannot be done in the
laboratory, it is also
more expensive. The
designer should trade-
off the amount of
laboratory testing done
under paragraph 7.3 and
the amount of in-place
testing under this
article.

See notes for paragraph
7.4,

This procedure checks
the wiring and connec-
tions, as well as the
filters. The designer
should trade-off the
amount of laboratory
testing done under para-
graph 7.4 and the amount
of in-place testing done
under this article.



SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

a. The filter/ESA assembly shall be
complete and installed (except for connec-
tions to the external and internal circuits).

b. When spark gap surge arresters with
a d.c. breakdown voltage less than twice the
rated operating voltage are used, the test
voitage shall be 90 percent of the d.c.
breakdown voltage.

7.20 Filter/ESA Assembly Pulsed Current

Injection Test. The filter/ESA assembly
Shall be tested to demonstrate compliance
with pulsed withstanding voltage requirements
(see 5.2.5.3). Measurements shall be made on
each conductor which penetrates the shield
through the assembly. Tests shall be per-
formed as illustrated in Figure 15 and in
accordance with the following procedures:

a., The filter/ESA assembly shall be
complete and installed (except for connec-
tions to the external and internal circuits).

b. The assembly inner compartment
terminal (where the internal circuit will be
connected) shall be terminated in a short
circuit connection. The length of wiring
providing the termination shall not exceed
0.3 m (12 inches) in length.

c. The pulse generator shall be
connected between the assembly outer com-
partment terminal (where the external circuit
will be connected) and the HEMP/TEMPEST
shield with a low-inductance connection. The
pulse generator shall be capable of providing
a 2.5-kA current pulse, on a 10 us x 1.5 us
waveshape, into a short-circuit load.

d. Three pulses are required, with peak

amplitudes of approximately 400 A, 1000 A,
and 2500 A. Current injected at the outer
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l This procedure is a

I realistic simulation of
the required performance

I in a HEMP event and
provides valuable

' information needed for
survivability assess-

' ment. Its conduct is
highly recommended, but

l sampling should be
considered when there

| are a large number of
identically protected

l penetrations.
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SAMPLE ELECTRICAL FILTER/
ESA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

compartment terminal and short-circuit
current at the inner compartment terminal
shall be monitored on oscilloscopes or tran-
sient digitizing recorders. Other optional
sensor locations are indicated in Figure 15,
The assembly shall be visually monitored
during the pulses for indications of external
breakdown.

e. After the series of pulses, the
filter/ESA assembly shall be carefully
inspected for charring, cracks, or other
signs of degradation or damage. The assembly
stopband attenuation test shall be performed
(or repeated) after this pulsed current-
injection test.

7.21 Filter/ESA Assembly Insulation
Resistance Test--The filter/ESA assembly
snall De tested to demonstrate compliance
with insulation resistance requirements (see
5.2.5.4). Measurements shall be made on each
conductor which penetrates the shield through
the assembly. Tests shall be performed as
described in paragraph 7.10, except that the
assembly shall be complete and installed
(except for connections to the external and
internal circuits).

7.22 Filter/ESA Assembly Thermal Test--
The filter/ESA assembly shall be tested to
demonstrate compliance with thermal perform-
ance requirements (see 5.2.5.6). Tests shall
be performed in accordance with the following
procedures:
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See note for paragraph
7.10.

This procedure checks
the wiring and connec-
tions, as well as the
filters. The designer
should trade-off the
amount of laboratory
testing performed under
paragraph 7.10 and the
amount of in-place
testing under this
article,

See notes for paragraph
7.11.

This procedure checks
the thermal behavior in
the actual configuration
and under the actual
circulation conditions
which will exist during
normal operation. It is
far superior to the
component temperature
rise tests described in
paragraph 7.11. The
designer should trade-
off the amount of



SAMPLE ELECTRICAL FILTER/
£SA ASSEMBLY SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

a. The filter/ESA assembly shall be
complete and installed.

b. The assembly inner compartment
terminals shall be terminated in resistive
loads. The value of the resistors shall be
rated voltage divided by rated current. The
load shall be capable of operating continu-
ously at rated voltage, frequency, and
current.

c. Thermocouples shall be placed at
selected locations on components and surfaces
within the filter/ESA enclosure. All
expected "hot spots" shall be monitored.

d. Sources operating at the rated
voltage and frequency and capable of supply-
ing full-load current shall be connected at
the assembly outer compartment terminals.
A1l conductors which penetrate the shield
through the assembly shall be simultaneously
energized during this test.

e. A1l access covers shall be secured
in place.

f. The duration of the test shall be
until temperature equilibrium is reached or
24 hours, whichever is greater. Temperature
equilibrium exists when the temperature
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laboratory testing
performed under para-
graph 7.11 and the
amount of in-place
testing under this
article.

Other tests at rated
voltage and full-load
current (voltage drop,
reactive shunt current
measurements, paraliel
filter current sharing)
can be performed in
combination with this
procedure.
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differential (monitored temperature minus
ambient temperature) at the hottest spot and
the average temperature differential for all
monitored points remains constant within
+0.2 degrees C for a period of 2 hours.

g. Voltages and currents on all con-
ductors and temperatures at monitored points
shall be recorded at l15-minute intervals
during the first 6 hours and at 30-minute
intervals thereafter.
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FOREWORD

The integral shielding approach to HEMP/TEMPEST protection provides a
metal box which encloses all equipment requiring electromagnetic emissions
security and nearly all of the mission-essential equipment to be HEMP-
protected. Clearly, however, a system which is totally isolated from the
external environment is useless in a command and control network. Pene-
trations of the shield are required for many purposes, including:

« Personnel and equipment entry and exit
« Ventilation

» Utility piping connections

« Utility electrical service

» Communications to and from the facility

Unless properly treated, shield penetrations can completely negate the
isolation characteristics of the metal box.

Each penetration is a potential source of electromagnetic leakage and
requires special attention during design and construction, as well as
periodic maintenance and inspection. This sample specification presents
requirements for HEMP/TEMPEST protection of RF shield penetrations by
electrical power, signal and communication circuits, fiber optic cables,
ventilation ducts, and piping. Other guide specifications in this series
discuss similar requirements for shielded doors and filter/electrical surge
arrester assemblies.
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SAMPLE POWER, SIGNAL, FIBER CPTIC,
VENTILATION DUCTS, AND PIPING
PENETRATION PROTECTION SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

1.0 GENERAL

1.1 Purpose--This specification defines
requirements for design, construction,
installation, testing, and quality assurance
related to the electromagnetic performance
of penetration protection devices in HEMP /
TEMPEST shielded facilities. Electrical
power, signal, and communication circuit,
fiber optic cable, ventilation, and piping
penetrations are addressed. Other criteria
related to the submittals and components
specified herein appear in other sections of
this document, as follows:

« Section General Requirements
for Contractor
Submittals
» Section Shielding and
Penetration Pro-
tection Subsystem
Requirements

General Mechanical
Requirements

« Section

General Electrical
Requirements

+ Section

Electrical Filter/ESA
Assembly Requirements

« Section

1.2 Coordination--A11 work under this
section shall be coordinated with shield
construction activities under Section
SHIELDING AND PENETRATION PROTECTION
SUBSYSTEM REQUIREMENTS.

2.0 APPLICABLE DOCUMENTS

The publications listed below form a
part of this specification to the extent
specified. In the event of a conflict
between a referenced document and this
specification, the specification shall take
precedence.
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Delete HEMP or TEMPEST
if only one of these
requirements apply.

The other sections
listed are for illus-
trative purposes only.
Appropriate entries
should be made for each
project.
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NOTES ON THE
SAMPLE SPECIFICATION

2.1 Government Documents

2.1.1 Military Standards

MIL-STD-285  Attenuation Measure-
ments for Enclosures,
Electromagnetic
Shielding, for Elec-
tronic Test Purposes,
Measurement of

2.1.2 Military Handbooks

MIL-HDBK-419 Grounding, Bonding
and Shielding for
Electronic Equipment
and Facilities

2.1.3 Other Government Documents

USAF Handbook for the Design and
Construction of HEMP/TEMPEST Shielded
Facilities (Revised, July 1986)

(Applicable TEMPEST documents)

3.0 SUBMITTALS

3.1 Shop Drawings--Drawings showing the
location of Fi fer7ES§ assemblies, signal and
communication penetrations, fiber optic cable
penetrations, ventilation duct penetrations,
and piping penetrations of the shield and
fabrication and installation of their pene-
tration protection devices shall be included
in the drawing package (see Section
SHIELDING AND PENETRATION PROTECTION SUB-
SYSTEM REQUIREMENTS). The drawings shall
show that lengths and diameters of waveguides
meet requirements specified herein. These
drawings shall also show that the utility
entrance vault (UEV) has been implemented, to
the maximum practical extent.

3.2 Test Reports--Certified test
results of the in-progress penetration weld
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NOTES ON THE
SAMPLE SPECIFICATION

inspections and final shield acceptance
measurements at penetrations shall be sub-
mitted to the Contracting Officer. These
results shall be included with the shield
test results (see Section _ : SHIELDING
AND PENETRATION PROTECTION SUBSYSTEM
REQUIREMENTS).

4.0 GENERAL REQUIREMENTS

A1l power, signal, and communication
circuits entering the shielded volume shall
be protected with filter/electrical surge
arrester (ESA) assemblies which satisfy the
requirements of Section __: ELECTRICAL
FILTER/ESA ASSEMBLY REQUIREMENTS. A1l
circuits entering a double door shielded
waveguide or vestibule from outside or inside
the shielded volume shall also be protected
with filter/ESA assemblies. When the filter/
ESA assembly is installed in the inside or
outside configuration, the conduit connecting
the filter enclosure's RF-tight compartment
and the shield shall be circumferentially
welded at the points of entry into the filter
enclosure and into the shielded volume.

A1l dielectric lines (fiber optic
cables, pneumatic hoses, etc.) entering the
shielded volume shall penetrate through metal
waveguide sleeves, which are electrically
bonded to the shield. Any conducting element
of the line (metal strength member, con-
ducting jacket, etc.) shall be terminated to
the shield and shall not enter the waveguide.

Ventilation ducts entering the shield
shall be protected with honeycomb waveguide
panels.

A1l metallic piping penetrations of
the RF shield shall be circumferentially
welded to the shield at the point of entry
and shall be configured to provide waveguide
protection.
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Filter/ESA assemblies
installed in the
imbedded configuration
do not require an RF-
tight compartment or
welded conduit.

For TEMPEST-only
shielded facilities, a
nonconducting conduit,
duct, or pipe section
approximately 15 cm

(6 in) in length is
required for dielectric
isolation. The non-
conducting insert is
placed outside the
shielded volume, beyond
the filter/ESA assembly,
waveguide sleeve, or
other penetration pro-
tection device. These
dielectric inserts are
not required for HEMP/
TEMPEST shielded
facilities.
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NOTES ON THE
SAMPLE SPECIFICATION

Electrical, dielectric line, and piping
penetrations shall be located at the utility
entrance vault (UEV). The shield shall be
grounded to the earth electrode subsystem at
the UEV in accordance with MIL-HDBK-419,

5.0 DETAILED REQUIREMENTS

5.1 Electrical Penetrations--All
electrical” wiring penetrations of the shield
shall be protected with filter/ESA assem-
blies. See Section : ELECTRICAL FILTER/
ESA ASSEMBLY REQUIREMENTS for detailed speci-
fications on these protection devices.

when the filter/ESA assembly is
installed in the inside or outside configu-
ration, the conduit from the RF compartment
of the filter enclosure to the primary shield
shall be an RF conduit. The RF conduit shall
be rigid steel, circumferentially welded at
all joints and seams and at penetrations of
the shield and filter enclosure. These
circumferential welds are primary shield
welds and shall be inspected as required by
paragraph 7.1.

5.2 Waveguide Penetrations--
Penetrations for dielectric fibers or hoses
shall be protected with waveguides beyond
cutoff. The waveguides shall have a minimum
cutoff frequency of GHz [inside diameter
less than __ cm (_ in)] and shall have an
unbroken length of at least five times the
inside diameter. The waveguide shall be
circumferentially welded at all joints and
seams on the required unbroken length and at
the penetration of the shield. These
circumferential welds are primary shield
welds and shall be inspected as required by
paragraph 7.1 No conductors (wires, fiber
cable strength members, etc.) shall pass
through the waveguide opening.

5.3 Ventilation Penetrations--Venti-
lation penetrations of the shield shall be
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In the event of a shield
fault, the ground
connection provides a
low-impedance path to
ground for external
shield surface currents.

See Table 1 for
waveguide dimensional
requirements.

Some colored sheaths may
be partially conducting.
Conductive sheaths must

be avoided.

See Table 1 for
waveguide dimensional
requirements.



TABLE 1.

WAVEGUIDE REQUIREMENTS

Shielding Effectiveness
(Nominal)¥*

Maximum Rectangular
Waveguide
Dimension (a)**

Low-Risk EMP

Fun;tional ________________________________________________
ST Frequency Minimum Waveguide
Range* Length (2)
100 dB a <20 cm (7.9 in)

{per NSA 65-6)

TEMPEST . soae L2810 cm (3.9 in)
(per NSA 73-2A) 1 kHz - 1 GHz a/a > 3
TEMPEST o  pac<loni0din)
(per NSA 65-6) 1 kHz - 10 GHz /a > 5
Low-Riik HEMP 100 dB a <10 cm (3.9 in)
TEMPEST T e 1 e e s
(per NSA 73-2A) L iz - 1 GHz ta s
Low-Riik HEMP 100 dB a<1lcm (0.4 in)
TEMPEST 1 kHz - 10 GHz 2/a > 5

*TEMPEST attenuation requirements and frequency range vary with function,
configuration, and location of the facility and are not restricted to

those in the three common NSA specifications.

When shielding and filter-

ing are necessary, typical attenuation requirements are 50 dB to 120 dB.

The highest frequency of interest will normally be from 1-10 GHz.

The

i1lustrated requirements are provided as examples and must be site-

adapted in consultation with the major command TEMPEST OPR and AFCSC/SRV.

**Waveguide Dimensional Requirements

a. Round waveguide

17.6

W Foomn T u

Omin

b. Rectangular waveguide

_15.0
amax = Teon

Omin

where fcom~

11.7 _4.61 .
cm T in.
10.0 3.93 .

cm=7-—cm=—f—1n.
Ty u

is the minimum waveguide cutoff frequency and f, is the

highest frequency of the shielding effectiveness requirement in GHz.
Waveguide cutoff frequency must be at least 1.5 times f .

107




SAMPLE POWER, SIGNAL, FIBER OPTIC,
VENTILATION DUCTS, AND PIPING
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NOTES ON THE
SAMPLE SPECIFICATION

protected with honeycomb waveguide panels.
Honeycomb cells shall have a minimum cutoff
frequency of GHz [maximum transverse
dimension less than __ cm (_ in)] and shall
have an unbroken length of at Jeast five
times the maximum transverse dimension. The
frame of the honeycomb panel shall be circum-
ferentially welded into the RF shield. The
circumferential weld is a primary shield weld
and shall be inspected as reguired by
paragraph 7.1.

5.4 Piping Penetrations--All piping
penetrations of the RF shield shall be pro-
tected with waveguide beyond cutoff stubs.
The penetrating stub shall form a waveguide
beyond cutoff with a minimum cutoff frequency
of GHz [inside diameter less than __cm
(_7n]] and shall have an unbroken length of
at least five times the inside diameter.

The waveguide stub shall be circumferen-
tially welded at all joints and seams on the
required unbroken length and shall be circum-
ferentially welded to the shield at the pene-
tration. These circumferential welds are
primary shield welds and shall be inspected
as required by paragraph 7.1. Dielectric
linings (glass, plastic, etc.) are not
permitted in the penetrating stub.
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The honeycomb designa-
tion implies that the
total cross-section of
the opening is sub-
divided into a number of
cells, each of which has
smaller transverse
dimensions than the
ventilation duct and
which do meet the wave-
guide size limit. The
grid structure must be
metallic and all joints
must be continuously
bonded.

Large areas of honey-
comb, properly fabri-
cated, can be used with-
out fear of loss of
shielding. Electrical
generator air intakes,
for example, may require
large areas for adequate
ventilation.

Honeycomb is also recom-
mended for lighting a
double-door RF vesti-
bule, in place of fil-
tered electrical power.

If adequate fluid flow
cannot be achieved with
a pipe of the maximum
allowable diameter, the
preferred approach is to
use several parallel
pipes which comply with
this dimensional re-
quirement. If a pipe
with an inside diameter
larger than the allowed
size must penetrate the
shield, a honeycomb
waveguide section should
be used for penetration
protection., See Table 1
for waveguide dimen-

sional requirements.
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NOTES ON THE
SAMPLE SPECIFICATION

5.5 RF Conduits--All conduits desig-
nated in the drawings as RF conduits (in
addition to those specified in paragraph 5.1)
shall be rigid steel conduit, circumferen-
tially welded at all joints and seams and at
the shield penetration. These circumferen-
tial welds are primary shield welds and shall
be inspected as required by paragraph 7.1.

6.0 INSTALLATION

A1l penetrations specified in the
drawing package shall be installed during
construction of the RF shield and work shall
be coordinated with the shielding specialist.
No additional shield penetrations shall be
made without approval of the Contracting
Officer.

Associated primary shield welds must be
included in the RF shield in-progress inspec-
tion program and shall be tested in the final
shield acceptance test.

7.0 QUALITY CONTROL

7.1 1In-Progress Weld Inspection--All
seam, joint, frame, piping, and conduit welds
which are primary shield welds used for
penetration protection shall be included in
the in-progress weld inspection program.
Requirements for the in-progress inspection
program are established in Section
SHIELDING AND PENETRATION SUBSYSTEM
REQUIREMENTS. The contractor shall maintain
appropriate records to ensure that ail
primary shield penetration welds are checked
and to record results. A1l unsatisfactory
welds shall be repaired and retested.

7.2 Final Shield Acceptance Testing--
During final shield acceptance testing,
measurements shall be taken in the vicinity
of all shield penetrations (see Section
SHIELD AND PENETRATION PROTECTION SUBSYSTEM
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RF conduits are used to
protect wiring which
runs between two
shielded volumes.

Conduit penetrations may
be made by welding the
conduit to a flange and
then welding the flange
to the shield.

See the Sample RF Shield
Door Specification for
discussion of the three
versions of Fig. 1.
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SAMPLE POWER, SIGNAL, FIBER OPTIC,
VENTILATION DUCTS, AND PIPING
PENETRATION PROTECTION SPECIFICATION

NOTES ON THE
SAMPLE SPECIFICATION

REQUIREMENTS). The presence of conduit and
waveguide penetrations shall not degrade
performance of the shield below requirements
shown in Fig. 1.
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Minimally, the test

plan should call for
MIL-STD-285-type testing
at penetration locations
at fregquencies across
the specified perform-
ance band (see Fig. 1).
The contractor-prepared
test plan should require
measurements at' the same
frequencies used in
testing the remainder of
the shield room. -Min-
imally, the measurements
should be made at 14 kHz
émagnetic;, 100 kHz
magnetic), 1 MHz (mag-
netic), 20 MHz {mag-
netic), 100 MHz (plane
wave), 500 MHz (plane
wave), and 1-10 GHz
(plane wave). If
desired, the electric
tests of MIL-STD-285 may
be added; in the:past,
these tests have not
shown any leakagé that
the other tests do not
already indicate.





